Roles for Servers in the SCW Database

Application server

ASP.NET session state
server

Audit collection
server

BizTalk 2004 Business
Activity server

BizTalk 2004 EDI
Integration server

BizTalk 2004 Human
Workflow server

BizTalk 2004
Messaging and
Orchestration server

BizTalk 2004 Rules
Engine

Certificate server

Cluster server

Commerce Server 2002

DFS server

DHCP server

DNS server

Domain controller
(Active Directory)

Enterprise Single
Sign-On server

Exchange 2003 back-
end server

Exchange 2003 front-
end server

Fax server

File and Print server
for NetWare

File server

File server for
Macintosh

FTP server

Host Integration
Server 2004 MSMQ-
MQSeries Bridge

Host Integration
Server 2004 SNA
Application
Integration

Host Integration
Server 2004 SNA
Application Support

Host Integration
Server 2004 SNA Data
Integration

Host Integration
Server 2004 SNA
Gateway

IAS server (RADIUS)

Internet Connection
Sharing server

Message queuing
server

Microsoft Identity
Integration Server
2003

Microsoft Internet
Security and
Acceleration Server
2004

Microsoft Operations
Manager 2005 server

Microsoft Operations
Manager 2005
Workgroup Edition
server

Middle-tier
application server
(COM+/DTC)

MSDE database server
for UDDI

NNTP (Usenet news)
server

POP3 server

Print server

Print server for
Macintosh

Print server for Unix
(LPD)

Remote access/VPN
server

Remote installation
server

Remote Storage server

SharePoint Portal
Server

SMS Client Access
Point

SMS Logon Point

SMS Management Point

SMS Primary Site
server

SMS Reporting Point

SMS Secondary Site
server

SMS Server Locator
Point

SMTP server




SNMP server

SNMP trap server

SQL Server 2000

SQL Server 2000
Reporting Services

SQL Server Analysis
Services 2000

Streaming media
server

Telnet server

Terminal server

UDDI Web server

Web server

Windows SharePoint
Services

WINS server

Client Features

Included in the SCW Database

Audit collection
forwarder

Automatic update
client

DHCP client

DNS client

DNS registration
client

Domain member

FTP client
mode)

(normal

Group Policy
administrative client

Host Integration
Server 2004 Client

Microsoft networking
client

Microsoft Operations
Manager 2005 agent

NetWare client

Remote access client

SMS Advanced Client

SMS Legacy Client

SQL client

WebDAV client

WINS client

Ports Associated with Services and Features in

the SCW Database

(Note: This is not a comprehensive port list.

It only shows ports used by

Windows-based services that are included in the SCW database.)

7 (Echo) 9 (Discard) 13 (Daytime)

17 (Quotd) 19 (Chargen) 20 (FTP data channel
(normal-mode) )

21 (FTP command 23 (Telnet) 25 (SMTP)

channel)

42 (WINS Replication) 53 (DNS) 67 (DHCP Server)

69 (TFTP) 80 (HTTP) 88 (Kerberos)

110 (POP3) 119 (NNTP) 123 (NTP)

135 (RPC endpoint

135 (RPC endpoint

137 (NetBIOS name

mapper/DCOM) mapper over UDP) service)

138 (NetBIOS datagram 139 (NetBIOS session 143 (IMAP4)

service) service)

161 (SNMP) 162 (SNMP Traps) 389 (LDAP)

389 (LDAP Discovery) 443 (HTTPS) 445 (SMB)

464 (Kerberos 515 (LPR) 548 (AFP (Apple File

Password Change)

Protocol)
TCP/IP)

over




554 (RTSP)

563 (NNTP over SSL)

636 (LDAP over SSL)

691 (Exchange Routing
Link State Algorithm)

993 (IMAP4 over SSL)

995 (POP3 over SSL)

1270 (MOM)

1433 (SQL over TCP)

1434 (SQL Server
Resolution Service)

1477 (SNA Server)

1478 (SNA Base)

1478 (SNA Base)

1645 (RADIUS

1646 (RADIUS

1717 (NLBS Remote

authentication accounting (legacy)) Control (legacy))
(legacy))
1755 (MMS) 1812 (RADIUS 1813 (RADIUS

authentication)

accounting)

2393 (OLAP Services
7.0)

2394 (OLAP Services
7.0)

2504 (NLBS Remote
Control)

2701 (SMS Remote
Control (control))

2702 (SMS Remote
Control (data))

2703 (SMS Remote
Chat)

2704 (SMS Remote File
Transfer)

2725 (SQL Analysis
Services)

2883 (AirSync
Notification)

3268 (Global Catalog)

3269 (Global Catalog
over SSL)

3343 (Cluster
Services)

3389 (Remote Desktop
Protocol)

4011 (BINL)

5005 (RTCP)

8098 (Remote Web
administration)

42424 (ASP.NET
Session State)

50002 (DRDA Resync)

51909 (ACS)

64131 (SCW helper)

Items Classified as "Applications" in the SCW

Database

adtserver.exe (Remote administration for Audit Collection Server)

BTSNTSvc.exe (BizTalk Host Instances)

certsrv.exe (Certificate Server)

clussvc.exe (Cluster Services)

dllhost.exe (DCOM)

dmadmin.exe (Logical Disk Manager Administrative Service)

dmremote.exe (Logical Disk Manager Remote)

dsamain.exe (Microsoft ISA Server Enterprise Storage)

emsmta.exe (Exchange MTA/X.400)

ENTSSO.exe (Enterprise Single Sign-On)

Helpctr.exe (Remote Assistance expert)

HelpCtr.exe (Remote Assistance voice)

Helpsvc.exe (Remote Assistance novice

(offer receive mode))




inetinfo.exe (FTP data channel (passive-mode))
inetinfo.exe (Remote administration for IIS and related components)
llssrv.exe (License Logging)

lsass.exe (Active Directory Replication)

lsass.exe (NetLogon)

mad.exe (Exchange System Attendant)

mngagent.exe (Remote administration for HIS (Management Subsystem))
mgdssvc.exe (MQDS)

mgsvc.exe (MSMQ)

msdtc.exe (Remote DTC)

MsMgmtAuxiliary.exe (MOM Agent Installation)
mssearch.exe (SharePoint Search)

nissvc.exe (Server For NIS)

ntfrs.exe (File Replication)

rslnk.exe (Remote storage)

rsserv.exe (Remote administration for remote storage server)
scshost.exe (SCW Engine)

snarpcsv.exe (Remote administration for HIS (RPC))
sglservr.exe (SQL over RPC)

srsmain.exe (Exchange SRS)

ssosrv.exe (SharePoint Single Signon)

store.exe (Exchange Store)

svchost.exe (System RPC applications)

tcpsvcs.exe (Remote administration for DHCP)
tlntsvr.exe (Remote administration for Telnet server)
tn3servr.exe (TN3270)

tn5250.exe (TN5250)

tssdis.exe (Terminal Services Session Directory)
unsecapp.exe (SMS Administrator Console)

vds.exe (Virtual Disk Service)

vdsldr.exe (Virtual Disk Service Loader)
VMwareService.exe (VMware Tools Service)

wins.exe (Remote administration for WINS)
wmserver.exe (Windows Media Server)

wsrm.exe (Windows System Resource Manager)



Items Classified as

Options" in the SCW Database

"Administration and Other

Alerter Application Application
Experience Lookup installation from
Service Group Policy

Audio Background Backup (NT or 3rd
Intelligent Transfer party)
Service (BITS)

Backup to local hardware Browse master Browser

Certificate publication
to shared folders

Commerce Server
Direct Mailer

Commerce Server
Predictor

Content indexing

Distributed
transactions over RPC

EMS command prompt
channels

Error reporting

Exchange 2003 HTTP
server

Exchange 2003 IMAP4
server

Exchange 2003 NNTP server

Exchange 2003 POP3
server

Exchange 2003 SMTP
server

Exchange Event Service

Exchange MTA

Exchange POP3
connector

Exchange Site Replication
Service

Exchange system
attendant

File replication

Global catalog

Help and support

Host File Access

IAS JET database access
for 64-bit systems

IIS 5.0 compatibility
mode

Infrared device
support

Internet Printing

IPsec Services

IPv6 support

Join a cluster

License logging

Link tracking for
users’ shortcuts

Local application

LU6.2 Resync Service

Mail-based Active

installation for distributed Directory replication
transactions
Messenger Microsoft Internet Microsoft Internet

Security and
Acceleration Server
2004 Enterprise
Edition:
Configuration Storage

Security and
Acceleration Server
2004: Client
installation share

Microsoft Internet
Security and Acceleration
Server 2004: MSDE logging

MOM to MOM Connector

MSDE database for
SharePoint Portal
Server

MSDE database for Windows
SharePoint Services

MSMQ over HTTP

MSMQ support for pre-
Windows XP clients

MSMQ triggers

NetView

NetView Alert

NetView Run Command

Offline Root CA

Performance data
collection




Print

Remote Access
Quarantine Agent

Remote administration
for Audit Collection
server

Remote administration for
DHCP

Remote administration
for Host Integration
Server

Remote administration
for IIS and related
components

Remote administration for
Microsoft Exchange

Remote administration
for MOM Management
server

Remote administration
for Network Load
Balancing

Remote administration for
Remote Storage server

Remote administration
for Sharepoint Portal
server

Remote administration
for Telnet server

Remote administration for
UDDI

Remote administration
for WINS

Remote Assistance
expert

Remote Assistance novice
(offer receive mode)

Remote Assistance
novice (solicited
request mode)

Remote Assistance
voice

Remote desktop
administration

Remote disk
management

Remote disk management
client

Remote SCW configuration
and analysis

Remote SCW policy
authoring

Remote SCW UI helper

Remote Web-based
administration

Remote Windows
administration

Remote WMI

Removable media
installation and
management

RPC locator

RSoP planning mode

SBS monitoring

Search

Shadow copying

Simple TCP/IP services

SMS Administrator
Console

SMS Distribution Point

SMS Hardware Inventory
Agent

SMS Remote Control

SMS SQL Monitor

SNA 5250 Demo Service

SNA DDM Demo Service

SNA DRDA Demo Service

SNA ODBC Demo Service

SNA Print Service

SQL Client Named Pipes
network library

SQL Server Active
Directory helper

SQL Server agent

SQL Server
Multiprotocol over
Named Pipes

SQL Server Named Pipes
network library

SQL Server TCP/IP
Sockets network
library

Task scheduler

TCP/IP Resync Service for
distributed transactions

Terminal Server
clustering

Terminal Server
licensing

Terminal Server printer
redirection

Time synchronization

TN3270




TN5250

UPS

Web proxy auto-
discovery

Web-based certificate
enrollment

Windows firewall

Windows image
acquisition

Windows product
activation

Windows Sharepoint
Services SMTP
integration

Windows system
resource management

Windows User Mode Driver
Framework

Wireless Networking
and 802.1X
Authentication
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