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Pelco is proud to introduce Endura, a high-quality, high-performance network-based video security
system. Endura offers a powerful distributed system architecture and robust hardware/software
platform for utilizing the functionality of today’s Ethernet networks. With Endura, customers are no

longer constrained by traditional, centralized video system approaches. There is virtually no end

to how a system and its components can interact and share video, audio, and control information.

Endura is the future of video security.
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PROTECTING PEOPLE AND PROPERTY IN A MILLION LOCATIONS WORLDWIDE
‘ ” To CoNTACT A PELco SALEs RePRESENTATIVE, CALL (800)289-9100 or (559)292-1981
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by Steven Titch, Editor-in-Chief

Even if you see your company as an average-sized
enterprise with purely routine security requirements,
chances are your job has changed, or is about to.

Security and information technology convergence is at hand. As John Verity reports in
“When Worlds Converge” (see page 16), the portion of global corporations that have in some way
integrated physical and IT security has doubled in the past three years. During that same time,
there has been a near quadrupling of companies that have grouped physical and IT security
operations under the same executive.

If you are a CSO, your job objectives are now being set and measured in a new context. If you
are a security systems integrator, your customers are demanding a new level of capabilities plus
compatibility with networks, systems and databases once outside your scope.

Welcome to the world of network-centric security—where security becomes a mission-critical
business process in the overall enterprise, requiring close-knit cooperation with the corporate 1T
department. Today, enterprise security is more than card readers and surveillance cameras at the
entrance, or anti-virus software and firewalls in the computer closet. It’s the strategic combination
in the design, planning and implementation of both in order to protect physical assets as well as
information, intellectual property, product integrity and brand equity.

In the global economy, effective security must safeguard the corporation in physical space and
cyberspace—now understood to be two sides of the same coin. To be sure, convergence is a buzzword,
but that doesn’t make it any less real. Just ask any IT veteran. They will recall the organizational
upheaval when voice and data converged, and again when proprietary computer networks gave way
to the open environment of Ethernet and Internet Protocol.

Network-Centric Security, a special supplement to Security Products we will publish three times
this year, serves as your guide through the converging world of physical and IT security. We will
look at trends in technology, solutions and products that users and systems
integrators are applying to the integrated security process. We will provide
insight and analysis into the way security departments can work in sync
with IT to meet the challenge of securing the 21st-century enterprise.

In addition to Verity’s article on convergent security as a business
process, our premiere issue looks at how smart cards are being combined
with corporate computer networks and human resources databases, which,
among other benefits, keep employee information, status and access
authorization up to the minute in real time. We also look at a networked
IP video deployment by a public transit company near Los Angeles.
Also in this issue, leading industry analyst Joe Freeman offers some tips
as to how CSOs can make themselves heard in the executive suite.

We hope you enjoy this first issue and invite your feedback. We aim
to build our content around you, the reader—who will be designing,
purchasing and implementing the next generation of integrated
network-centric security technology.
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IP Video Breaks Out

by Steven Titch

Video surveillance technology has reached a key tipping
point. Just as the capabilities of analog closed circuit
cameras have reached their limit, prices of Internet
Protocol cameras have dropped to where they
can offer sufficient payback in value and cost
of ownership. Meanwhile, a new spate of video
servers is about to hit the market that will ease
integration of analog and digital cameras into
corporate IT networks.

Manufacturers of video servers, NVRs and IP cameras say 2007 will be a breakout year
for IP video surveillance, driven in particular by solutions that allow images from
analog cameras to be converted to IP data streams that can be readily accessed, stored
and manipulated within an open systems environment.

Such developments stand to allow users with a sizable deployment of analog cameras to begin a
transition to digital video surveillance networks. Even with the steady introduction of digital cameras,
many users, especially large enterprises, have been reluctant to make large-scale commitments to digital
and IP video until the costs of their analog CCTV systems could be fully amortized.

Canon’s VB-C50FSi
IP camera

VIDEO OVER VPNs

The primary benefit of IP cameras is that they can readily connect to local area networks. IP is
an open standard—the common networking language used by devices connected to the Internet.
IP is also the protocol used in Ethernet and virtual private networks (VPNs). VPNs use the public
Internet infrastructure as a medium for corporate networking. VPN data, however, is encrypted and
partitioned from pedestrian Internet traffic, and transmission is enhanced and prioritized through
quality of service (QoS) techniques.

IP lets any video feed be routed to any IP device—be it .
a PC, PDA or cell phone. This can occur over a proprietary IP lets any video feed
corporate network, a VPN or the conventional Internet.
The worldwide connectivity dimension adds tremendous be routed to any P
value above proprietary CCTV systems, vendors say. . .
Corporate IT departments have been committed to IP for device—be it a PC,
years, and its application in video represents another aspect
of its convergence with security systems. PDA or cell phone-

“IP moves the surveillance industry away from vertically
integrated solutions with one vendor and opens up the user to ‘best of breed’ cameras,” says
Eric Fullerton, president for the Americas at Milestone Systems Inc., the U.S. unit of Milestone
Systems A/B, Brandby, Denmark. “Users can choose the camera that fits the application.”
This month, Milestone is introducing XProtect Corporate, an IP video surveillance management
software package designed for Fortune 500 companies. It represents a new top-end product for
the company.
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Part and parcel with connectivity, says
Fullerton, is scale and integration. IP allows
easier integration with data associated with
other security processes, from access card
entry to point of sale. For example, IP solu-
tions make it much easier for controllers to
program video cameras to record in tandem
with other data events. For example, a video
recording of a large transaction at a casino
cage can be logged with data that records the
amount of the transaction, the time it took
place and the player’s account number.
While casino systems routinely collect this

which manufactures NVR software as well as
associated software for content analytics
and video clients, including PDAs. “IP can
integrate different manufacturers,” he says.
“IP video can be formatted and manipu-
lated in more complex ways. Video can be
delivered anywhere in the world using
off-the-shelf operating systems. The user
gets video anywhere, anytime by request or
by push.” For example, a security director
in the field who needs to be brought in on
a problem can view video using a cellular
connection or via public WiFi.

Once encoded, analog-turned-IP can be managed and

manipulated with other digital video images.

information, when IP extends to surveil-
lance, it can be instantly matched with
video should there be an error or dispute
regarding the transaction.

Moreover, IP can integrate with more
sophisticated processes, including facial
recognition and analytics. “Existing
customers can do the integration and new
customers can future-proof themselves,”
says Fullerton.

Analytics can be slow with proprietary
systems, notes Gadi Piran, president and
chief technical officer of On-Net Security
Systems Inc. (onSSl), Suffern, New York,

But above all, prices are dropping. “IP
cameras were once expensive,” says Dave
Underwood, president of Exacq Tech-
nologies, Indianapolis, another supplier of
NVR software. “The cost is coming down.”

Although when compared heads-up,
the price of an IP camera can still be
$200 to $300 more than an analog CCTV
counterpart, total cost of ownership is
lower. That IP cameras do not require their
own cabling, but can operate on common
Category 5 cable or via wireless (see box) is
one way they offset the cost of proprietary
analog, says Fredrik Nilsson, director of busi-
ness development at Axis Communications,
Lund, Sweden, a camera manufacturer.

They also run off the new Power over Eth-
ernet capability, further reducing user costs.

Add to that the value they offer through
higher resolution and ability to supply
images in low-light conditions, “why would
you buy analog?” asks Underwood.

Yet the large installed base of analog
cameras—and the comfort level users have
with them—still proves a barrier to IP
migration. Milestone, Exacq and onSSI all
provide video encoders that can convert
analog video feeds into digital IP streams.
Once encoded, the analog-turned-1P can be
managed and manipulated with other digital
video images. “Once you can encode analog
video to digital, you turn the analog camera
into a network device,” says Nilsson.

Likewise, storage solutions can be very
flexible. While some vendors centralize
storage at a single server, others, such as
Bob Banerjee, IP video products marketing
manager at Bosch Security Systems,
Fairport, New York, say distributed server
architecture can work just as well. “Where
you store video is not as important as the
design.” Banerjee goes as far to suggest
that the days of NVR may be numbered—
more intelligence will be placed in the cam-
era, which will link to standard redundant
array of inexpensive disks (RAID) schemes
using iSCSI, or the Internet Small Computer
System Interface, a transport protocol that
operates within IP networks. =

tend to shy away from it in security applications.

Ray Shilling admits that radio connections can be intimi-
dating. “Wireless is always a little scary,” says Shilling, vice
president sales and marketing with AvaLAN Wireless, a Palo
Alto, California-based supplier of diverse radio networking
equipment for various applications, including security.

Wireless IP exploded earlier in the decade with the wide-
spread introduction of WiFi, a low-power radio transmission
format standardized under IEEE 802.11 that operates in the
2.4 GHz band. This makes it ideal for short range, high-speed,
over-the-air data connections—about 100 to 150 feet in
ideal conditions.

When using WiFi in a private network, however, reliability
and security remain major concerns, one reason enterprises

8 | netwaorls = centric
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That may change, Shilling says, with the growing trend
toward mesh networks, which spread signal coverage over wider
areas and allow for greater reliability and quality of service.
Mesh networks are currently available from vendors such
as Motorola, Firetide and Tropos Networks. AvaLAN
Wireless can optimize radio systems for enterprise customers.
In addition to WiFi and 802.11-based mesh networks,
AvalL AN also deploys microwave and mobile radio systems
for industrial applications.

The primary advantages wireless cameras offer are flexibility
and quick installation. They have become an increasing choice
for video surveillance at schools, gas stations and strip malls,
Shilling says.

— Steven Titch
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The Expert in Wireless and IP Video Systems

Long Range Wireless Remote Monitoring Outdoor Installation
Easy Integration User Friendly Software
AirEther AB54 AirEther BR108 AirEther CB54E AirGoggle NVC210 AirGoggle NVC3026
2.4GHz AP Base Station 5GHz Backhaul Bridge 2.4Ghz Client Bridge IP Box Camera IP Outdoor Speed
Dome Camera .,

About Inscape Data Corporation
Inscape Data is the expert in long range wireless and IP video systems. Inscape Data offers a full suite of turnkey solutions for long
rarye outdoor 2.4GHz, 5GHz and IP based video surveillance applications including IP67/68 (Ingress Protection) certified all-weather

IEEE 802.11a/b/g wireless systems and the IP video security based on MPEG-4 video compression standards.

Inscape Data's AirEther long range wireless and AirGoggle IP based video security products based on the latest wireless and video
compression technologies offer the most cost effective remote monitoring solution in the market. The AirEther wireless enables long range
point to point and long range point to multipoint connections for wide varieties of extended indoor and outdoor remote monitoring

applications, i.e., public safety, transportation, law enforcement, industrial and commercial, and homeland security, etc.

Inscape Data Certified Professional Training, IDCP, is available to all qualified resellers and system integrators. Please check

http://www.inscapedata.com/cpt.htm for more details.

Visit us at ISC West booth 2042

All Dealers, Distributors, and Manufacturer Rep are Welcome

Live Demo
AirEther™ Outdoor Long Range Wireless

Wireless and Remote Video Monitoring Applications Integrated Wireless and IP Based Video Systems

North America Headquarters Asia Headquarters
Inscape Data Corporation Inscape International Co., Ltd
1611 South Main Street 11F-2, No. 335, Section 3, Rosefu Road
Milpitas, CA 95035 Taipei, 106, Taiwan, R.O.C.
Phone: 408-935-8500 Phone: +886-2-8369-1681
Fax: 408-935-8900 Fax: +886-2-8369-5661

Visit our website at www.inscapedata.com

© Copyright 2007, Inscape Data Corporation, All Rights Reserved. AirEther, AirGoggle and Inscape Data are trademarks of Inscape Data Corporation

Circle 203 on card.



10 |networls = centric
Security

1

o

MARCH 2007 | SECURITY PRODUCTS




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 1.8)
  /CalRGBProfile ()
  /CalCMYKProfile (U.S. Sheetfed Uncoated v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage false
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (Color Management Off)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.50000
    0.50000
    0.50000
    0.50000
  ]
  /PDFXSetBleedBoxToMediaBox false
  /PDFXBleedBoxToTrimBoxOffset [
    0.12500
    0.12500
    0.12500
    0.12500
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /DEU <>
    /FRA <>
    /JPN <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <FEFF004300610064006d007500730020004d00650064006900610057006f0072006b0073002000730065007400740069006e00670073002000760065007200730069006f006e00200043004d0057005f0041006300720036005f00560032002e002000200041006c006c002000730065007400740069006e0067007300200070006f00730074006500640020006f006e0020007700770077002e006300610064006d00750073006d00650064006900610077006f0072006b0073002e0063006f006d002e00200020>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


