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EXECUTIVE SUMMARY 
This white paper discusses the results of a major primary research survey focused on 
the security of various types of software. The survey queried qualified individuals in 
mid-sized and large organizations about how their organizations choose off-the-shelf 
applications, how they develop custom applications, and how they select third-party 
application developers. 
 
KEY FINDINGS AND RECOMMENDATIONS 
The key findings from the research include: 
 
• Malware infiltration and/or data breaches are common occurrences among the 

vast majority of the organizations surveyed: 82% have been victims through at 
least one software-related platform or application. The most common attacks 
occur through corporate Web browsers, email, software on employees’ home 
computers, and via off-the-shelf software. 
 

• A significant proportion of those surveyed believe that the software they 
purchase or have developed makes their organizations susceptible or highly 
susceptible to infiltration via malware, hackers or other cybercriminal activity. 

 
• The quality of software from a security perspective is lacking. A majority to 

plurality of those surveyed indicated that various types of software offer “good” 
security, but only a small minority rated software security as “excellent”. 

 
• A large proportion of those surveyed have experienced a number of security-

related problems for various types of software, most notably vendors that would 
not support secure configurations of their offerings, software packages that 
contained old or vulnerable versions of third-party sub-components, and vendors 
that would not commit to addressing critical vulnerabilities reported by their 
customers. 

 
• However, management at a large proportion of the organizations surveyed still 

does not emphasize security when evaluating off-the-shelf software or when 
developing custom software. 

 
• Moreover, fewer than one in five of the organizations surveyed views security as 

the most important criterion when developing custom applications internally or 
when having custom software developed by third parties. 

 
• The vulnerability of much of today’s off-the-shelf and custom software, coupled 

with a lack of management focus on and support for security, is directly 
responsible for many of the data breaches, financial losses and other security-
related problems that have occurred and will occur in the future. 

 
• To address these issues, management must focus on security as a top priority in 

the software development process and must provide sufficient security-focused 
training to developers. 

 
ABOUT THIS WHITE PAPER 
This paper was sponsored by (ISC)2 –  an overview of the organization is provided at 
the end of this paper. 
 
 

THERE ARE A VARIETY OF SECURITY DRIVERS 
INDUSTRY REGULATIONS 
Various regulatory frameworks have a significant impact on security-decision making 
in the context of software development. For example, the organizations surveyed for 
this white paper are influenced by a mean of 3.7 different regulations when 
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purchasing and/or developing software. Moreover, more than one-half of 
organizations indicated that they are “significantly” driven by a need to satisfy 
regulatory obligations when developing software, or that security is the primary 
driver. The key regulations that affect security decision-making in the context of 
software development are shown in Figure 1. 
 
 
Figure 1 
Leading Regulations that Affect Security Decision-Making for Software 
Development 
% of Organizations Reporting 

 
 
Source: Osterman Research, Inc. 
 
 
The need to satisfy industry regulations is a critical driver for software development. 
As shown in Figure 2, slightly more than one-half of the organizations surveyed 
indicated that their need to satisfy industry regulations “significantly” drives their 
security focus, or that security is the primary driver in their software development 
efforts. 
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Figure 2 
“To what extent is your security focus for software development driven by 
your need to satisfy industry regulations?” 

 
Source: Osterman Research, Inc. 
 
 
EXTERNAL THREATS ARE COMMON 
The research also revealed that a variety of external security threats have impacted 
organizations. The most common ingress point for malicious content or hacker 
attacks was simply Web browsing by employees, affecting 73% of the organizations 
surveyed at some point. Close behind the Web as a source malicious infiltration was 
corporate email, affecting 71% of organizations. These results are consistent with 
numerous Osterman Research surveys of mid-sized and large organizations over the 
past several years. The various ingress points for malware, hacking attempts and 
other threats discovered in the research is shown in Figure 3.  
 
 
Figure 3 
“Has your organization ever experienced malware infiltration or a data 
breach through any of the following?” 

 
Ingress Point Yes No Not Sure 
Conventional Web browsing by employees 73% 21% 6% 
Corporate email 71% 23% 6% 
Employees’ home computers 40% 39% 21% 
Off-the-shelf software 39% 48% 13% 
Employees’ personally owned mobile devices 23% 49% 27% 
Commercially available mobile applications 19% 58% 23% 
Custom applications developed by third parties 13% 72% 15% 
File sync and share applications 13% 62% 24% 
Custom applications developed internally 9% 81% 10% 

 
Source: Osterman Research, Inc. 
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THE THREATS ARE VARIED 
The number, variety and severity of various threats continues to grow over time 
because cybercriminals are often able to exploit poorly designed software, 
vulnerabilities that are well known but not addressed, or poor IT security practices. 
Perhaps the most notable recent events have been the breaches of tens of millions of 
records from Target and Home Depot, but these represents only the tip of the 
iceberg with regard to various types of threats that organizations have encountered. 
The following provides a brief overview of some of the key threat vectors that 
organizations should address as part of the software specification and development 
process: 
 
• Web-related threats 

There are a number of methods for malware to enter an organization through 
Web surfing or the use of Web-based applications, including: 
 
o SQL injection attacks take place when SQL commands and meta-characters 

are inserted into input fields on a website, the goal of which is to execute 
back-end SQL code. 

 
o Cross-Site Request Forgery (CSRF) attacks innocent-looking websites to 

generate requests to various sites. For example, CSRF attacks have 
exploited vulnerabilities in Twitter in the past, enabling site owners to 
acquire the Twitter profiles of their visitors. Because Web 2.0 applications 
often leverage XML, XPath, JavaScript and JSON, Adobe Flash and other 
feature-rich Internet applications, those applications are frequently 
vulnerable to injection attacks using these environments. These technologies 
can also be used to evade anti-virus defenses. 

 
o A cross-component attack occurs when two innocuous pieces of malware 

code appear on the same web page – separately, they are harmless and 
difficult to detect, but when they appear simultaneously on a single page 
they can infect a user’s machine with malware. 

 
o Cross-site scripting attacks embed tags in URLs – when users click on these 

links, malicious JavaScript code can be executed on their machines. 
 

Another Web-related threat is the “drive-by” download that occurs when a user 
visits a Web site and malware is automatically downloaded to his or her platform. 
In some cases, a user will visit a Web site and see a pop-up window – when they 
click the “OK” button in the popup, a Java applet, an ActiveX control, etc. will be 
installed on the user’s computer without their consent. 

 
A number of legitimate Web sites have been hacked and have served up 
malware to unsuspecting visitors. This is a particularly serious problem for Web 
sites operated by smaller businesses. 
 

• Networks without a perimeter 
Employees working away from the corporate network, such as those working 
from home or in another remote site, are another key source of threats. An 
unprotected user employing a corporate asset, such as Outlook Web Access that 
is not accessed via a VPN, or a laptop computer that becomes infected and later 
is connected to the corporate network, can constitute a serious threat. This is 
becoming a serious problem for most organizations as users employ their own 
devices like their personal smartphones, iPads and other traditionally consumer 
devices in a workplace setting. 

 
• Mobile platforms 

The rapidly increasing use of smartphones and tablets is increasingly being 
exploited by criminals. For example, customers of a major financial services firm 
have been targeted with a man-in-the-middle attack (a variant of Zeus) that will 
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install malware designed to intercept passcodes sent to BlackBerry and Symbian 
devices via SMS as part of a two-factor authentication schemei. 

 
• Botnets 

Botnets are responsible for a large number of successful hacking and phishing 
attacks against high-profile targets. For example, Citigroup, the US Senate, the 
International Monetary Fund, Sony, Northrup Grumman, Lockheed Martin and 
RSA have all been victims of botnet attacks. The consequence has been that 
millions of records have been exposed that will result not only in the disclosure 
of personal and sensitive information, but also lawsuits and other expensive 
remedial actions. 

 
• User mistakes 

Users can sometimes inadvertently install malware or compromised code on their 
platforms. This occurs when they download codecs, install ActiveX controls or 
install various applications that are intended to address some perceived need 
(such as a capability that IT does not support or that a user feels they must have 
when working from home), or when they respond to scareware and fake anti-
virus (rogue AV or fake AV) software. Rogue AV is a particularly dangerous type 
of malware, largely because it preys on users who are attempting to do the right 
thing – to protect their computers from viruses and other malware. Even users 
who are fairly experienced can be fooled by a well-crafted Rogue AV message. 

 
• Direct attacks 

Direct attacks by hackers can include a number of exploits, including hackers 
attacking a known vulnerability in a web browser, or exploiting an older version 
of a browser or ActiveX control. This is a particularly serious problem for 
teleworkers who might employ a home computer or other personal platform that 
might not be updated as regularly as their work platform. 
 

WHAT ARE THE CONSEQUENCES OF SUB-STANDARD 
QUALITY SOFTWARE? 
The consequences of employing or developing software that has been designed with 
insufficient attention to robust security can be disastrous. These include malware 
incursions that can steal data or login credentials, malware or direct hacking into 
financial accounts that can transfer hundreds of thousands of dollars to 
cybercriminals within minutes, a loss of corporate reputation as press reports about 
incursions unfold, customer resistance to doing business with firms that experience 
incursions, and a number of other consequences. As just one example of the 
consequences associated with cybercriminal activity, the November-December 2013 
data breach at Target resulted in a number of serious and long-term problems: 
 
• Target’s shareholder value dropped by $148 millionii. 
 
• Net earnings for the company during the fourth quarter of 2013 were 46% lower 

than for the fourth quarter of 2012iii. 
 
• Sales and the number of transactions during the fourth quarter of 2013 were 

3.8% and 5.5% lower, respectively, than for the same period a year earlieriv. 
 
• As of August 2013, Target estimated that the cost of the data breach to that 

point totaled $236 millionv. 
 
While Target is obviously a high profile example of the consequences associated with 
inadequate attention to security, it represents just the tip of the iceberg in terms of 
the number and severity of security-related incidents that occur on a daily basis. 
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SOFTWARE SECURITY IS OFTEN LACKING 
DEVELOPERS DO NOT FOCUS ENOUGH ON SECURITY 
One of the key findings from this research is that many developers do not focus 
sufficiently on the security of their software offerings. For example, as shown in 
Figure 4, nearly one-half of the organizations surveyed have purchased off-the-shelf 
that contains old and/or vulnerable versions of third-party sub-components. Nearly as 
many have had to deal with vendors that would not support secure configurations of 
purchased software. Even when software is developed internally, a significant 
proportion of those surveyed report that they have had to educate their own 
developers about basic security practices in order to improve the quality of the end 
product. 
 
 
Figure 4 
Problems Encountered in Various Types of Software 
% of Organizations Reporting a Problem 

 

Problem 
Off-the-

Shelf 

Developed 
by Third 
Parties 

Developed 
Internally 

We have received software packages 
that contained old/vulnerable versions 
of third-party sub-components 

46% 30% 10% 

We have encountered vendors that 
would not support what we believed 
to be a secure configuration of their 
product 

45% 25% 5% 

We have encountered vendors who 
would not commit to addressing 
critical vulnerabilities we may report 

38% 25% 6% 

We have found software 
vulnerabilities during our own testing 
that would compromise the integrity 
of the system or data 

36% 36% 29% 

We have experienced vendors that 
would not allow us to verify the 
security of their products, or offer 
independent test results 

35% 21% 3% 

We have been forced to take 
mitigating action because vendors 
would not correct reported 
vulnerabilities 

35% 19% 6% 

We have been forced to educate 
vendors/developers in basic security 
practice to obtain satisfactory results 

33% 36% 13% 

We have implemented software that 
we were not able to obtain security 
verification and validation results for 

21% 16% 10% 

 
Source: Osterman Research, Inc. 
 
 
THE OVERALL QUALITY OF SOFTWARE NEEDS IMPROVEMENT 
The result of these vulnerabilities is that when organizations purchase software, 
develop it internally, or have third parties develop it for them, the overall quality of 
this software is often lacking. For example, as shown in Figure 5, software that is 
purchased or developed for internal use is considered by 22% to 32% of survey 
respondents to be either “very poor”, “poor” or “mediocre”, depending on the type of 
software considered. 
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Figure 5 
Ratings for Overall Software Quality 

 
 
Source: Osterman Research, Inc. 
 
 
More telling, however, is the data in Figure 6 that shows when software is evaluated 
from a security perspective, a significantly larger proportion of these offerings are 
considered to “very poor”, “poor” or “mediocre”: anywhere from 28% to 36%, 
depending on the type of software. 
 
 
Figure 6 
Ratings for Overall Software Quality from a Security Perspective 

 
 
Source: Osterman Research, Inc. 
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The good news from these figures is that most software is considered to be “good” or 
“excellent, both from an overall quality perspective and in terms of the security that is 
inherent in these offerings. The bad news, however, is that in the opinion of those 
who purchase or specify software, roughly one-third does not provide adequate levels 
of security, which leads directly to the consequences discussed above. 
 
DIFFERENCES BY INDUSTRY 
While the overall quality of software from a security perspective is actually fairly 
good, as shown in Figure 6, there are some differences by industry. The intent of the 
survey conducted for this white paper was not to provide an analysis on an industry 
level, but we did find discover some interesting differences between key industries. 
For example: 
 
• The highest ratings for off-the-shelf software quality tended to come from less 

heavily regulated industries, such as resource industries, wholesale, discrete 
manufacturing, and personal services. The notable exception was the quite 
heavily regulated industry of finance and banking, which rated the quality of off-
the-shelf software highly. 

 
• However, healthcare respondents tended to rate internally developed and 

externally developed custom software somewhat more highly than they did off-
the-shelf software, although a slight opposite trend was observed in the finance 
and banking industry. For those in the less heavily regulated discrete 
manufacturing industry, we observed a similar trend as in healthcare. 

 
What the overall data, as well as the industry-specific data points, tell us is that 
organizations are most pleased with internally developed software from a security 
perspective, but somewhat less pleased with off-the-shelf software and applications 
that are developed externally. This creates something of a conundrum for 
organizations across all industries: when their internal resources become maxed out 
and they must rely on outside software providers, the security of their applications – 
and, by extension, the data they manage – could suffer and be more subject to data 
breaches, malware incursions or other problems. 
 
A LACK OF FOCUS ON SECURITY 
One of the underlying problems with software development today – and perhaps the 
fundamental reason that so much software is considered to be mediocre or worse 
from a security perspective – is that security simply is not a major focus for those 
who purchase or specify software. For example, as shown in Figures 7 through 9, the 
security of off-the-shelf software, internally developed software, and software 
developed by third parties is a major focus in only a relatively small proportion of the 
organizations surveyed. While the security of widely used backend applications 
receives significantly more focus than for other types of software, even these 
applications do not receive sufficient attention when it comes to implementing 
appropriate security mechanisms. 
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Figure 7 
Focus on Security When Purchasing Off-the-Shelf Software 

 

Software Type 

No 
Focus 
at All 

Minimal 
Focus 

Some 
Focus 

Key 
Focus 

Major 
Focus 

Desktop productivity 
applications 

1% 9% 27% 42% 19% 

Widely used backend 
applications 0% 5% 15% 40% 37% 

Specialty applications 
focused only a few users 

2% 13% 36% 29% 17% 

Widely used mobile 
applications 

2% 8% 20% 29% 30% 

Specialty mobile 
applications 3% 5% 21% 23% 29% 

 
Source: Osterman Research, Inc. 
 
 
Figure 8 
Focus on Security When Developing Software Internally for Internal Use 

 

Software Type 

No 
Focus 
at All 

Minimal 
Focus 

Some 
Focus 

Key 
Focus 

Major 
Focus 

Desktop productivity 
applications 2% 5% 19% 28% 17% 

Widely used backend 
applications 

2% 3% 19% 26% 31% 

Specialty applications 
focused only a few users 2% 11% 27% 22% 22% 

Widely used mobile 
applications 

1% 2% 10% 29% 20% 

Specialty mobile 
applications 

1% 2% 15% 26% 19% 

 
Source: Osterman Research, Inc. 
 
 
Figure 9 
Focus on Security When Using Third Parties to Develop Software for 
Internal Use 

 

Software Type 

No 
Focus 
at All 

Minimal 
Focus 

Some 
Focus 

Key 
Focus 

Major 
Focus 

Desktop productivity 
applications 

1% 2% 14% 26% 19% 

Widely used backend 
applications 

0% 3% 12% 32% 25% 

Specialty applications 
focused only a few users 0% 4% 25% 25% 19% 

Widely used mobile 
applications 

1% 4% 9% 24% 17% 

Specialty mobile 
applications 

1% 1% 12% 26% 13% 

 
Source: Osterman Research, Inc. 
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THE BOTTOM LINE 
The result of the insufficient focus on software security is that organizations correctly 
believe they are highly susceptible to a variety of problems, including malware 
infiltration, hacker incursions, data loss, loss from financial accounts, and other 
problems that could wreak havoc on their various data and financial assets. For 
example, as shown in Figure 10, two-thirds of organizations believe they are 
“susceptible” or “highly susceptible” to attacks through normal Web browsing by their 
employees. Three out of five organizations believe that software vulnerabilities on 
employees’ home computers – and the inability to address them – make them 
susceptible to security breaches. Even custom applications that are developed 
internally are viewed by one in five organizations as posing a significant security risk 
to the organization. 
 
 
Figure 10 
Perceived Susceptibility to Malware, Hackers and Other Threats for Various 
Types of Software, Platforms and Employee Activities 

 

Ingress Point 

Highly 
Suscept-

ible 
Suscept-

ible 

Some-
what 

Suscept-
ible 

Not Too 
Suscept-

ible 

Not 
Suscept-
ible at All 

Conventional Web 
browsing by 
employees 

34% 33% 23% 9% 1% 

Employees’ home 
computers 

29% 30% 22% 9% 6% 

Employees’ 
personally owned 
mobile devices 

23% 33% 26% 11% 3% 

Cloud file sync and 
share services 15% 31% 32% 13% 3% 

Corporate email 10% 34% 32% 20% 4% 
Custom applications 
developed by third 
parties 

9% 16% 30% 22% 3% 

 
Source: Osterman Research, Inc. 
 
 
Figure 10 
Perceived Susceptibility to Malware, Hackers and Other Threats for Various 
Types of Software, Platforms and Employee Activities (concluded) 

 

Ingress Point 

Highly 
Suscept-

ible 
Suscept-

ible 

Some-
what 

Suscept-
ible 

Not Too 
Suscept-

ible 

Not 
Suscept-
ible at All 

Commercially 
available mobile 
applications 

8% 32% 36% 14% 1% 

Off-the-shelf 
software 

6% 32% 33% 25% 2% 

Custom applications 
developed internally 3% 16% 28% 30% 10% 

 
Source: Osterman Research, Inc. 
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RECOMMENDATIONS 
Osterman Research offers two key recommendations based on this research: 
 
1. MANAGEMENT MUST FOCUS ON SOFTWARE QUALITY 
The first issue that must be addressed to improve the security of software that is 
purchased, developed internally or developed by third parties is a conceptually simple 
one: make security a sufficient priority in the overall decision process. Unfortunately, 
many decision makers have not yet decided that security is a critical priority when 
purchasing or specifying software. As evidence of this is Figure 11, which shows that 
delivery and cost goals are considered to be more important than security for 17% to 
25% of organizations that develop custom applications internally or that use third 
parties to do so. 
 
 
Figure 11 
Views About the Priority of Security in Custom Software Development 

 
 
Source: Osterman Research, Inc. 
 
 
Making security a top priority when purchasing or developing software is a top-down 
decision that management will have to make if the security of software is to be 
improved, since internal or third party developers will not have the financial or other 
support they require to make security a key priority without management’s approval. 
Moreover, it is clear based on the research conducted for this white paper, as well as 
other research, that security is simply not getting the attention it deserves. For 
example, CAST Research Labs found that two months after the Heartbleed 
vulnerability was made public, more than 300,000 servers continued to be vulnerable 
to the problemvi. Heartbleed is directly responsible for various types of data breaches 
and other security problems, yet the problem had not been addressed sufficiently at 
thousands of organizations that were directly vulnerable to it. 
 
IT, security teams, line-of-business managers and others can help senior 
management to understand the gravity of poor software security. This might be 
achieved through highlighting examples of security vulnerabilities that have led 
directly to data or financial loss, or it could be through the development of return-on-
investment models that will demonstrate the significant return that organizations can 
realize if they improve their focus on software security and developer education. 
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Industry associations can also help by highlighting various “before-and-after” 
examples of how education has helped developers to become more security-aware. 
 
2. APPROPRIATE TRAINING IS CRITICAL 
Second, everyone who manages the software development process, develops 
software, tests software or is otherwise involved in the development and test process 
must receive sufficient training so that they can understand potential security 
vulnerabilities and develop software that will be as impervious as possible to malware 
infiltration, data breaches, regulatory violations, and the like. This training must also 
include education about industry regulations that directly impact security 
requirements. 
 
Our research underscored the critical need for security education for developers: for 
example, we found that 33% of the organizations surveyed had been forced to 
educate vendors of off-the-shelf software in basic security practices, and 36% had 
been forced to do so when engaging third party software developers. As noted 
earlier, we also found that one in eight organizations had to provide education on 
security practices for their internal developers. Clearly, many developers lack 
appropriate training for developing highly secure software. 
 
 

SUMMARY 
Many off-the-shelf software packages, as well as software developed internally and 
by third parties, are not designed with security as a top priority. This allows data 
breaches, financial losses, regulatory violations and other serious problems to occur 
that can result in major and long-term financial, corporate reputation and other 
consequences. To mitigate these problems, Osterman Research recommends that 
senior management take a top-down approach to security, making it a critical priority 
when purchasing or specifying software. Moreover, we recommend that developers 
receiving sufficient education in order to understand how to develop highly secure 
software. 
 
 

OVERVIEW OF THE SURVEY 
Osterman Research conducted a survey of 143 individuals during December 2014 
who are decision makers, influencers or contributors with regard to how their 
organizations choose applications, develop custom applications, and/or choose third-
party developers. The individuals surveyed are members of the Osterman Research 
survey panel and have been carefully vetted before their addition to the panel. 
 
The mean number of employees at the organizations surveyed was 16,815. The 
industries represented in the survey were varied and included healthcare (18% of the 
organizations surveyed), financial services (10%), education (10%), discrete 
manufacturing (9%), process manufacturing (9%), government (6%), insurance 
(6%), retail (5%), and information technology (4%). The remaining 25% of 
organizations covered a range of other industries. 
 
The vast majority of the organizations surveyed purchase off-the-shelf software for 
internal use and also develop software internally. Nearly one-half use third-party 
developers for internal software, while nearly one in five develop software for 
customers, as shown in Figure 12. 
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Figure 12 
Classification of Organizations Surveyed by Software Focus 

 
Source: Osterman Research, Inc. 
 
 

ABOUT (ISC)2 AND CSSLP® CERTIFICATION 
Formed in 1989, (ISC)² is the largest not-for-profit membership body of certified 
information and software security professionals worldwide, with over 100,000 
members in more than 160 countries. Globally recognized as the Gold Standard, 
(ISC)² issues the Certified Information Systems Security Professional (CISSP®) and 
related concentrations, as well as the Certified Secure Software Lifecycle Professional 
(CSSLP®), the Certified Cyber Forensics Professional (CCFPSM), Certified Authorization 
Professional (CAP®), HealthCare Information Security and Privacy Practitioner 
(HCISPPSM), and Systems Security Certified Practitioner (SSCP®) credentials to 
qualifying candidates. (ISC)²’s certifications are among the first information 
technology credentials to meet the stringent requirements of ISO/IEC Standard 
17024, a global benchmark for assessing and certifying personnel. (ISC)² also offers 
education programs and services based on its CBK®, a compendium of information 
and software security topics. More information is available at www.isc2.org.  
 
The CSSLP certification is designed to validate a candidate’s competency in 
application security within the entire Software Development Life Cycle (SDLC) from 
requirements-gathering to coding, testing, releasing and maintaining secure software, 
including supply chain and software acquisition. Candidates seeking the CSSLP are 
those professionals involved in the SDLC with at least 4 years' experience. More 
information on the CSSLP is available at www.isc2.org/csslp. 
 
 

                 
 
  

 
www.isc2.org 
 

@ISC2 
 

info@ isc2.org 
 

T: +1 727 785 0189 
 

F: +1 727 683 0157 
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No part of this document may be reproduced in any form by any means, nor may it be 
distributed without the permission of Osterman Research, Inc., nor may it be resold or 
distributed by any entity other than Osterman Research, Inc., without prior written authorization 
of Osterman Research, Inc. 
 
Osterman Research, Inc. does not provide legal advice.  Nothing in this document constitutes 
legal advice, nor shall this document or any software product or other offering referenced herein 
serve as a substitute for the reader’s compliance with any laws (including but not limited to any 
act, statute, regulation, rule, directive, administrative order, executive order, etc. (collectively, 
“Laws”)) referenced in this document.  If necessary, the reader should consult with competent 
legal counsel regarding any Laws referenced herein. Osterman Research, Inc. makes no 
representation or warranty regarding the completeness or accuracy of the information contained 
in this document. 
 
THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND.  ALL EXPRESS OR 
IMPLIED REPRESENTATIONS, CONDITIONS AND WARRANTIES, INCLUDING ANY IMPLIED 
WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, ARE 
DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE DETERMINED TO BE 
ILLEGAL. 
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