
Exchange 2013 Data Loss 
Prevention (DLP)

Abstract

Ensuring that sensitive data does not leave an organization has 
always been one of the most challenging tasks for Exchange 
administrators. The new data loss prevention feature in 
Exchange 2013 and Exchange Online in Office 365 enables 
administrators to control the flow of sensitive information 
within, inbound to and outbound from the organization. This 
paper explains the DLP feature and explains how to get the DLP 
reporting you need, whether you’re using Exchange Online or 
on-premises Exchange 2013.

Introduction

Ensuring that sensitive data does not leave an organization has 
always been one of the most challenging tasks for Exchange 
administrators. Exchange 2007 introduced transport rules, 

a mechanism to control the internal and external flow of 
messages in an Exchange organization. Administrators define 
rules (consisting of conditions, actions and optional exceptions) 
that they use to define policies, such as adding a disclaimer 
to outbound messages, dropping messages between users or 
groups of users either with or without a non-delivery report, 
or creating a copy of a message for auditing or archiving 
purposes. Additional conditions and actions were added in 
Exchange 2010. 

In Exchange 2013 and Exchange Online in Office 365, the 
feature set has been extended to data loss prevention (DLP). In 
this paper we’ll explore the DLP feature and explain how to get 
the DLP reporting you need, whether you’re using Exchange 
Online or on-premises Exchange 2013.
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DLP policies contain 
rules consisting of 
conditions, actions 
and exceptions 
that you create 
in the Exchange 
Administration 
Center or Exchange 
Management Shell 
cmdlets and then 
activate to filter 
email messages.

Exchange data loss prevention 
(DLP)

Data loss prevention is a premium 
feature in both Exchange 2013 and 
Office 365. It is based on transport 
rules and consists of DLP policies—
packages that contain rules consisting 
of conditions, actions and exceptions 
that you create in the Exchange 
Administration Center (EAC) or Exchange 
Management Shell cmdlets and then 
activate to filter email messages. Policies 
can be tested before they are activated 
and affect mail flow. 

The new DLP feature can perform deep 
content analysis—through keyword 
matches, dictionary matches, regular 
expression evaluation, and other content 
examination—to detect content that 
violates organizational DLP policies, 
and can then apply an appropriate 
action. DLP also includes policy tips, a 
notification in the Outlook 2013 client 
that warns email users that the content 
of a mail message infringes on your DLP 
policy, before the email is sent.

DLP policies
DLP policies can be created from 
scratch or based on a template. Pre-
defined templates are provided in 
Exchange 2013 and Office 365 and can 
also be supplied by Microsoft partners. 
The pre-defined templates include 
policies covering different sensitive 
information types (finance, health, 
personally identifiable information and 
so on), such as:
•	 ABA routing number (United States)

•	 Australian passport number (Australia)

•	 Canada bank account number (Canada)

•	 Credit card number

•	 German driver’s license number (Germany)

•	 IP address

•	 Spain national ID (Spain )

•	 U.S. Social Security number (United States)

The full list of sensitive information 
types can be found on Technet at http://
technet.microsoft.com/en-us/library/
jj150541(v=exchg.150).aspx. 

Figure 1. Conditions options for DLP rules 
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Policy tips ensure 
users are notified 
when their 
messages contain 
sensitive data that 
may violate your 
DLP policies.

DLP policy templates 
Out-of-the-box DLP policy templates 
are provided as a starting point for 
building DLP policies that help you meet 
your specific regulatory and business 
policy needs. You can modify the 
templates to meet the specific needs 
of your organization. Out-of-the box 
templates include policies for:
•	 HRIP Act (Australia)

•	 HIA & PHIPA (Canada)

•	 PCI DSS

•	 PIOCP (UK)

•	 FTC (United States)

•	 GLBA (United States)

•	 HIPAA (United States)

•	 Patriot Act (United States)

•	 Personally identifiable information (PII) 

A complete list of DLP templates 
can be found on Technet at http://
technet.microsoft.com/en-us/library/
jj150530(v=exchg.150).aspx.

Policy tips
A DLP policy can contain a “Notify the 
sender with a policy tip” rule, which 
notifies users when the contents in 
the subject, body or attachment of a 
message violates your organization’s 

Figure 2. Creating a DLP policy from a template

Figure 3. A policy tip in Outlook 2013
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DLP policy. This tip can just be a 
notification, or it can block the message 
from being sent, either with or without 
an override option. Policy tips ensure 
users are notified when their messages 
contain sensitive data that may violate 
your DLP policies.

Auditing and reporting on DLP 
policy violations

One of the possible actions of a DLP 
policy is to send an incident report to 
up to 10 SMTP recipients (see Figure 4). 

For additional auditing purposes, data 
related to DLP is written to the message 
tracking logs. Natively, reporting is 
available only for Exchange Online  
(see Figure 5). For organizations using 
on-premises Exchange 2013, DLP 
reporting is available using MessageStats 
Business Insights from Dell (see Figure 6 
and Figure 7).

Figure 4. A DLP incident report

Natively, reporting 
is available only for 
Exchange Online. 
For organizations 
using on-premises 
Exchange 2013, DLP 
reporting is available 
using MessageStats 
Business Insights 
from Dell.

Figure 5. A sample DLP report summary for Exchange Online
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DLP reporting for Exchange Online 
For Exchange Online, you can access 
DLP reports via the Admin Center. 
Here all your DLP policies will be listed 
with information on whether they are 
enabled and enforced or in testing, and 
the number of matches, false positives 
and overrides. Further details can be 
downloaded as an Excel workbook.

DLP reporting for on-premises 
Exchange 2013 using MessageStats 
Business Insights
MessageStats Business Insights gathers 
DLP data from the Exchange 2013 
message tracking logs and reports on 
policy violations. The default insights 
(Figure 6) provide details on the 
rules, policies and matches in your 

MessageStats 
Business Insights 
gathers DLP data 
from the Exchange 
2013 message 
tracking logs and 
reports on policy 
violations.Figure 6. The default DLP insights in MessageStats Business Insights

Figure 7. The trending of the outbound DLP policy matches over the last month in 
MessageStats Business Insights
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organization, and you can filter and 
group on any property of the DLP policy 
or rule, sender or receiver to customize 
the insight to best fits your requirements. 
For example, Figure 7 shows the 
trending of the outbound DLP policy 
matches over the last month.
 
Summary

The data loss prevention feature in 
Exchange 2013 and Exchange Online 
enables administrators to control the 
flow of sensitive information within, 
inbound to and outbound from the 
organization. DLP policies can be 
created from templates provided out 
of the box or from Microsoft partners, 
or created from scratch. Policy tips in 
Outlook 2013 can warn mail senders 
of potential DLP violations when they 
attempt to mail sensitive information.

Native DLP reporting is available only 
for Exchange Online. MessageStats 
Business Insights uses data gathered 
from the message tracking logs to 
deliver comprehensive DLP reporting for 
on-premise Exchange.

The data loss 
prevention feature 
in Exchange 2013 
and Exchange 
Online enables 
administrators to 
control the flow of 
sensitive information 
within, inbound to 
and outbound from 
the organization.
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