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PARTNER’S GUIDE TO 

Cloud and Disaster  
Recovery

SPECIAL PULLOUT SECTION

SH
U

TT
ER

ST
O

CK

This is a disruptive time in the once staid 
world of backup, business continuity 
and disaster recovery (BC/DR). Costs 
are coming down, while capabilities 
are scaling up and scaling out. What’s 

changing everything about BC/DR is the cloud. 
Cheap, ubiquitous and robust cloud infrastructure 
is popping up everywhere. The vendor community, 
both established players and aggressive startups, is 
innovating at a rapid clip.

The beauty of cloud-based 
backup schemes is that they 
automatically address the last 
two parts of the 3-2-1 rule.

For managed services providers (MSP) offering 
backup and restore, it could be time to rethink what 
you’re doing for customers. The disruptions in the technol-
ogy, sometimes going by the term DRaaS, for Disaster 
Recovery as a Service, are breaking over the industry like 
a wave. MSPs need to understand what DRaaS changes, 
and, just as important, what it doesn’t change.

THINGS THAT CHANGE
1. Automatic Off-Site Backup
Remember the 3-2-1 rule of backup? For anything 
worth backing up, there should be three copies, on two 
types of media with at least one copy stored off-site. 
Even consultants serving large enterprise customers 
are surprised by how often even sophisticated IT shops 
fail the off-site part of the rule. Of course, the problem 
is even more common among small to midsize busi-
ness (SMB) and midmarket customers.

The beauty of cloud-based backup schemes is that 
they automatically address the last two parts of the rule. 
Having a backup to the cloud automatically provides 
storage in a second media and, better yet, puts a copy 
off-site. In most cases that cloud backup is remote to the 
point that even a broad regional disaster like a hurricane 
wouldn’t affect it. As an added benefit, the automatic 
off-site backup provided by a DRaaS vendor often 
means multiple copies of the backup file in additional 
datacenter locations.

2. Virtual Network
One area where DRaaS and related cloud services 

When it comes to business continuity and disaster recovery, 
there are things that the cloud changes, radically, and other 
things that must remain the same. By Scott Bekker
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are radically changing everything is in the ability to spin up a 
virtual network in the cloud. Here’s the scenario: The local 
network suffers some sort of disaster—let’s say local flooding 
that takes out the server room. Replacing all the hardware and 
getting the systems reimaged and backed up with current data 
is going to take a while. But some of the new BC/DR solutions 
allow customers to bring up those critical systems from the 
cloud. An organization can run its business-critical application 
servers, SQL Servers, Exchange Servers and Active Directory 
servers from the cloud. As long as the users have laptops, desk-
tops or mobile devices that can connect to the Internet, business 
can continue on the virtual network almost uninterrupted. That 
gives the MSP or the IT staff more time, under far less pressure, 
to get the server room mess dried up, cleaned up, restocked and 
rebuilt the right way.

In the old days, this kind of service was a really expensive option 
for Fortune 500-level companies, who would rent a chunk of real 
estate from a handful of specialist datacenter providers and fill 
that space with duplicate hardware and networking equipment. In 
the event of a disaster, a contingent of the IT team would fly to the 
co-location facility and run the corporate datacenter from there. The 
cloud makes that type of service orders of magnitude less expensive, 
quicker to invoke and entirely remotely controlled.

3. Lower Costs
Both the examples here have one thing in common: much 
lower costs now than they used to have. You can look at almost 
any aspect of the BC/DR solution and see falling costs. One 
component is the ongoing price wars occurring among major 
public cloud providers. Even though the MSP may not be work-
ing directly with Microsoft Azure or Amazon Web Services Inc. 
(AWS), sometimes the cloud backup vendor is using one of 
the major services as underlying infrastructure. In those cases, 
efforts by Microsoft, AWS and Google Inc. to undercut each 
other are lowering prices across the board. Even for companies 
using hybrid or private clouds, the environment of declining 
cloud prices among the majors exerts pressure across the indus-
try to lower costs.

Another way the DRaaS trend is lowering costs comes from the 

significant change in how capacity is accounted for in the cloud. 
In the old paradigm, organizations needed to buy full servers and 
storage if they wanted hot standby in a remote location. The ability 
to virtualize workloads paved the way to change those requirements 
and revolutionize approaches, but most organizations and their 
vendors didn’t immediately apply the technology to more advanced 
availability capabilities. That’s changed a lot in the last few years. 
The licensing is also catching up, as BC/DR vendors figure out new 
ways to right-size cloud capacity in a way that keeps customer costs 
down and vendor and MSP margins sustainable.

4. Security Is Different
Many customers remain squirrelly about having their backups 
in the cloud. The concern is natural. The type of data that cries 
out for robust backup is by definition the crown jewels of the 
company. Organizations that rarely thought twice about truck-
ing that data off to a secondary location on tape often hesitate to 
put it in the cloud.

User surveys and other studies show that in many cases, the 
security that cloud backup vendors offer is more robust than the 
customers were able to provide for themselves in their own environ-
ments. Yet, there’s no question that security for cloud backups is a 
big change with brand-new considerations.

5. Self-Service File Recovery
Disasters provide the sexy part of the DR conversation. Most 
organizations will never face an actual case of destruction of 
their production servers, though. On a day-to-day basis, what 
makes the most difference is the ability to recover from the 
piddling user gaffes that cause daily business disruptions. We’re 
talking about the CEO accidentally deleting an e-mail, or the 
CFO mistakenly trashing that planning spreadsheet.

A lot of backup solutions over the years have offered the ability for 
end users to recover their own files. But one side benefit of many cloud 
backup solutions is ease of use. Modern UIs borrow their graphical 
paradigms from consumer Web applications, making them more 
inviting to end users themselves. Every time a user goes to the cloud 
backup site and conducts his own file restore, an MSP’s profitability 
ticks up in the form of help desk resources not used.

6. Democratizing DR
One of the greatest opportunities of the new cloud backup solu-
tions is the ability to bring feature parity for SMB and midmarket 
customers to the types of capabilities that were reserved for 
enterprises in the past—and only the biggest enterprises, at that.

SMBs generally rely on MSPs to provide backup for them. Budget SH
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The environment of declining  
cloud prices among the majors  
exerts pressure across the industry 
to lower costs.
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constraints for SMBs have meant that those solutions have to be 
extremely cost-effective. In the past, MSPs usually ensured a rock-
solid backup and recovery experience for their customers, but couldn’t 
offer many bells and whistles. The explosion in cloud capabilities 
has brought much more robust offerings to SMBs while keeping 
the backup budget in the same ballpark.

7. Safeguarding the Plan
The last point is a minor one, but something that’s often forgot-
ten. One very small file can make a big difference in the case of an 
emergency—and that’s the BC/DR plan. Yet many organizations 
store that plan on a file server or in a binder near the servers. In 
the case of an actual local disaster, one of the first casualties is 
often the DR plan. Be sure to keep a copy in the cloud, any cloud, 
for emergency access.

THINGS THAT STAY THE SAME
1. Have a Plan
Remember that BC/DR plan that ought to be copied to the cloud 
for emergencies? The organization’s got to have one in the first 
place to safeguard it. Yet, many companies don’t spell out exactly 
what they need to do in exactly what order for their IT systems 
in case of an emergency. This has always been a good consulting 
engagement for partners. It’s an opportunity to sit down and 
assess what systems are most critical to a business, how well 
they’re currently protected and what still needs to be done. 
(That conversation often leads naturally to new infrastructure 
projects outside of the scope of BC/DR.) The radical changes 
brought about by the cloud provide an excellent reason to revisit 
that plan with a customer and to explain some of the capabilities 
that current-generation solutions provide.

2. Bare Metal Local
No matter how good bandwidth is, there’s still no substitute for 
local backup when it comes to bare metal restores of downed 
servers. Make sure that on-premises systems that are business-
critical have local backup options.

3. Test, Test, Test
Cloud backups, entire virtual networks standing by in the cloud 
and even the ability for individuals to restore their own files 
are all great features. MSPs and their customers should never 
pretend those features are working, though, unless they’ve 
tested them. And tested them recently. Ideally, organizations 
should test out their recovery plans a couple of times per year.

4. Need for a Good Vendor
Infrastructure as a Service (IaaS), Platform as a Service 
(PaaS), and hybrid and private clouds open brand-new vistas 
for how backup and recovery can be performed. It’s tempting 
for some MSPs and customers, as well, to get excited and 
experiment with their own structures. Forgo a dedicated 
backup vendor’s help and you also go without that vendor’s 
cost. It’s a dangerous idea, and here’s why. There’s a reason 
the backup/recovery industry sometimes has such a staid, 
conservative feel to it. Mistakes are costly. There are few 
things less fun than experiencing a disaster and compound-
ing it by finding out that the backups you’ve paid for in time, 
money and systems didn’t work.

The backup vendors are constantly working through, and deal-
ing with the process pitfalls, the people mistakes, the platform 
caveats and the application idiosyncrasies that can foul the best 
recovery intentions. Leveraging their experience across hundreds 
or thousands of customers and millions of backup jobs, they’re 
uncovering and fixing the gotchas that no one IT team or MSP 
could guess at.

It’s an exciting time to be offering BC/DR services to customers. 
Modern solutions are combining traditional backup, failover, hot 
backup, disaster recovery, business continuity and other formerly 
discrete categories into a new cloud-based BC/DR brew. The funda-
mentals of careful planning and solid process remain important, but 
everything else is changing fast. •

Scott Bekker is editor in chief of Redmond Channel Partner magazine.

  Many customers remain squirrelly  
            about having their backups in the cloud. The concern is natural.  
    The type of data that cries out for robust backup is by definition 
                                                                            the crown jewels of the company.


