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Software

Network management tools will tell you what’s going on
Vendor

Adiscon GMBH
Erftstadt, Germany
49-2235-985004
www.monitorware.com

@stake Inc.
Cambridge, Mass.
617-768-2700
www.atstake.com/

Carnegie Mellon University
Pittsburgh
ftp.andrew.cmu.edu/pub/argus/

Cisco Systems Inc.
San Jose, Calif.
800-553-6387
www.cisco.com

Deepmetrix Corp.
Hull, Quebec
819-776-0707
www.deepmtrix.com

Department of Energy
Computer Incident Advisory
Capability
ciac.llnl.gov/ciac/
ToolsUnixSysMon.html

Dorian Software Creations Inc.
Atlanta
678-838-8281
www.doriansoft.com

Entuity Ltd.
New York
212-489-0559
www.entuity.com

Heroix Corp.
Newton, Mass.
617-527-1550
www.heroix.com

Hewlett-Packard Corp.
Palo Alto, Calif.
800-752-0900
www.openvview.hp.com

Intel Corp.
Santa Clara, Calif.
408-765-8080
www.intel.com

Ipswitch Inc.
Lexington, Mass.
781-676-5700
www.ipswitch.com

Lawrence Berkeley National
Laboratory
Berkeley, Calif.
windump.polito.it/

analyzer.polito.it/

winpcap.polito.it/

Product

Eventreporter

Monitorware
Agent

TASK

Autopsy 
Forensic
Browser

Argus

CiscoWorks
for Windows

ipMonitor

Ifstatus

Tripwire 

Swatch

ISS

RIACS Intelli-
gent Auditing

Event Archiver

Event Alarm

Eye of the
Storm

EQ Manage-
ment Suite

OpenView
ManageX

LanDesk Man-
agement Suite

What's Up
Gold

Windump

Analyzer

Winpcap

Platform

Windows

Windows

Windows,
Unix

Windows,
Unix

Unix

Windows

Windows

Unix

Unix

Unix

Unix

Unix

Windows

Windows

Unix

Windows,
Unix

Windows

Windows,
NetWare

Windows

Windows
(Winpcap)

Windows 

Windows

Notes

Gathers event information via 
e-mail or syslog protocol

Integrated monitoring system

Open-source forensic toolkit

GUI front end for TASK

Network monitor

GUI management tool for Cisco
routers and switches

Monitors system load

Locates network interfaces in
debug or promiscuous mode

Purdue University's vulnerability
scanner

Monitors log files and auto-
mates e-mail warnings

Vulnerability scanner

Monitors and reports system
changes

Archives event logs from multiple
machines to ODBC databases 

Centralized event log monitoring

Monitors system performance
and predicts trouble

Multiplatform performance
monitor

Remote network administration
and monitoring

Web-enabled management suite
with support for notebook PCs

Network monitor

Port of tcpdump to win32 
platforms

GUI interface for using Win-
dump

Packet sniffer and analysis

Price

$49

$129

Freeware

Freeware

Freeware

$1,995 up

$695

Freeware

Freeware

Freeware

Freeware

Freeware

$90

$90

$25,000 up

$17,000 up

$729 up

$5,450 per 
100 nodes

$795

Freeware

Freeware

Freeware

Vendor

Microsoft Corp.
Redmond, Wash.
425-882-8080
www.microsoft.com

Naval Surface Warfare Center
www.nswc.navy.mil/ISSEC/CID/

Neon Software Inc.
Lafayette, Calif.
925-283-9771
www.neon.com

NetPro Computing Inc.
Scottsdale, Ariz.
800-998-5090
www.netpro.com

OpenService Inc.
Westborough, Mass.
800-892-3646
www.open.com

Openwall Project
www.openwall.com

Opnet Technologies Inc.
Bethesda, Md.
240-497-3000
www.opnet.com

Psionic Technologies Inc.
Austin, Texas
512-681-3950
www.psionic.com

Purdue University
ftp://coast.cs.purdue.edu/pub/
tools/unix/pwdutils/crack/

Saint Corp.
Bethesda, Md.
301-656-0521
www.wwdsi.com

Security Software 
Technologies Inc.
www.securitysoftwaretech.com

System Tools 
La Vernia, Texas
877-797-8665
www.somarsoft.com

www.tcpshow.org

www.tcpdump.org/

Tripwire Inc.
Portland, Ore.
503-223-0280
www.tripwire.com

Valencia Systems Inc.
Orlando, Fla.
407-228-4417
www.valenciasystems.com

Veritas Software Corp.
Mountain View, Calif.
407-228-4417
www.veritas.com

Product

Security Config-
uration Editor

IIS Lockdown
Tool

IISlock

hfnetgchk

Shadow

CyberGauge

DS Expert

NerveCenter
3.6

Scanlogd

IT Guru

Portsentry

Hostsentry

Crack

Saint

WebSaint

L0phat

LC4

Dumpsec

Dumpevt

tcpshow

tcpdump

Tripwire for
Servers

CheckPoint
Edition

Tripwire 
Manager

Aruba

WinInstall

Platform

Windows NT

Windows NT

Windows
2000

Windows

Unix

Windows,
MacOS

Windows

Unix

Windows,
Unix

Windows,
Unix

Unix

Unix

Unix

Unix

Unix

Windows

Windows

Windows NT

Windows NT

Unix, Linux

Unix, Linux

Windows,
Unix

Windows,
Unix

Windows,
Unix

Requires
Java sup-
port

Windows

Notes

GUI or command line security
template generator

Express and advanced mode
security policy tool

GUI configuration assistant

Checks for missing updates

Heuristic analysis for intrusion
detection 

Bandwidth monitor of SNMP
devices

Real-time alerts on NDS eDirec-
tory problems

Performance monitoring and
repair

TCP port scan detection tool

Helps identify and manage net-
work problems

Detects and responds to port
scans real-time

Host-based tool for Login 
Anomaly Detection

Tests for vulnerable passwords

Vulnerability scanner

Online version of Saint tests from
Web site

NT password audit tool

Latest version of L0phat includes
migration assistance

Dumps permissions and audit
settings, runs in batch mode

Dumps event logs

Tcpdump-based analysis tool
generates English report

Packet sniffer

Monitors file and directory
integrity

Same for firewalls and VPN

Centralized Tripwire management
for enterprise

Java-based network reporting
and performance analysis tools

Installation manager

Price

Freeware

Freeware

Freeware

Freeware

Freeware

$295 up

$12 per 
object 
monitored

$30,000 up

Freeware

$50,000 up

Freeware

Freeware

Freeware

$1,875

$50 up 
per year

Freeware

$65

Freeware

Freeware

Freeware

Freeware

$595

$695

$6,995

$10,000 up

$3,178


