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HOMELAND SECURITY

security expert at the Brookings Institution. Instant communications means that
the latest tactics for making improvised
bombs, obtaining stolen credit card numbers or evading authorities while using cellular phones quickly become available
worldwide.
 Media and propaganda. The Internet removes editor and reporter intermediaries
that may alter messages terrorists seek to
communicate to their perceived constituents. Terrorists “are able to put some
of these horrific videotapes of actual attacks

mand and control activities may be the use
of stealth operations rather than force. Intelligence agencies can disrupt terrorists’
communications by breaking network connections to keep information from getting
through or delaying its arrival.
“The strategy is to create problems. Let
the rest of the organization wonder about
where the funds are going or make people
think others are informers,” Taipale said,
adding that destabilizing communications
increases the chances that terrorists will
make mistakes.

What’s next in security technology?
According to Peter Singer, a senior fellow and national security expert at the Brookings Institution, technological
developments in the war against terrorism fall into three categories.
TECHNOLOGY

STAGE OF DEVELOPMENT

Computers and digital networks

Advanced

APPLICATIONS

Network-centric warfare enables the military to

keep malicious programs off PCs. Careful
computer users may unknowingly infect
their computers with malicious programs
that record keystrokes and send information to hackers anywhere worldwide.
Drive-by infections occur when unsuspecting Web surfers visit a booby-trapped
Web site, often one associated with spam,
pornography or gambling. Security holes
in Web browsers allow such sites to secretly download keystroke-logging software to
the visitor’s computer. The logging program
then watches for a preset trigger, such as a
bank’s Web address, and then records the
next couple of hundred keystrokes, which
may include an account number and password. With the financial information in
hand, terrorist hackers “immediately transfer money to banks outside of the United
States,” Paller said. “It’s the fastest, best way
to convert cyberattacks into money.”

distribute command-and-control and intelligence
information worldwide almost instantaneously.
Robotics

Emerging

Drones commanded from locations far from enemy
positions conduct surveillance and missile strikes.

Biotechnology

Nascent

Warfighters will have embedded technology or
genetically engineered physical modifications.

Source: Brookings Institution

or hostages being beheaded directly on the
Internet,” Jenkins said. As of Sept. 11, 2001,
“there were probably only a handful of sites
devoted to the jihadist cause. Now there are
hundreds and hundreds of these sites.”
 Community development and recruitment. In the past, Islamic terrorist recruiting counted on the “jihadi trail,” a
chain of radical outposts that stretched
across the Middle East to Afghanistan, to
unite new recruits with organizers. Today,
like-minded communities organized in Internet chat rooms or on MySpace perform
similar roles electronically.
“You may be some angry teenager in
Farmingham, England; Pensacola, Fla.; or
Madrid, Spain, and meet other people just
like you,” Singer said. “On the Internet, people tend to congregate with like-minded
people. It’s self-reinforcing and helps to
radicalize people.”
How we fight back

The best way to foil Internet-based com30
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The Web’s natural anonymity aids those
techniques. “The Internet is a masked ball,”
Jenkins said. “If you establish the proper
credentials, you can actually begin to participate in some of these online communities and chat rooms.”
But he warns that law enforcement authorities need to work harder at this type
of digital espionage.
“Dealing with the radicalization and recruitment process is a part of the battlefield where we have not learned to operate
effectively yet,” Jenkins said. “We have the
most high-tech armed forces in the world,
but we’re struggling to understand this new
dimension of political warfare. It’s not just
a matter of technology; it’s a matter of
comprehension.”
Terrorist Tech Challenge #2:
Drive-by computer infections

Antivirus software and admonitions against
opening e-mail attachments from unknown senders are no longer enough to

How we fight back

Paller said anti-spyware programs are becoming less effective at identifying and removing sophisticated keystroke loggers.
One defense is to diligently update security
patches that plug holes in Web browsers.
Another defense is behavior analysis hardware and software, available from Cisco Systems, Finjan Software, Lancope and others.
The security technology analyzes a new program’s code to understand what it does before it accesses a PC’s hard drive.
This approach asks a simple question.
“‘Is this content legitimate or not?’ ” said
Yuval Ben-Itzhak, chief technology officer
at Finjan.
“The first time we see the code, we can
understand whether it is malicious or not
from its behavior,” he added.
Terrorist Tech Challenge #3:
SCADA systems

Supervisory control and data acquisition
(SCADA) systems are the brains behind
large-scale infrastructures such as electrical power grids and nuclear power plants.
Theoretically, regional power blackouts,
economic disruptions and sabotage could
occur if terrorist hackers penetrated a
SCADA system.
“There certainly are vulnerabilities in
our infrastructure — we have seen disruptions occur because of failures in reliFEDERAL COMPUTER WEEK

