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RCP over HTTP has a lot of moving parts and it can be a frustrating experience to get it
working the first time. Exchange 2003 SP1 simplifies the process in several important ways:

* A new property page in Exchange System Manager makes it quick and easy to
identify servers as back-end (mailbox and public folder) servers or front-end (RPC
over HTTP Proxy) servers.

* An Exchange 2003 SP1 server automatically discovers and configures the RPC
service ports used by back-end servers, eliminating a tedious and error-prone step in
the original release of Exchange 2003.

* A front-end server can now proxy directory service requests to a Global Catalog
server on behalf of incoming clients, eliminating the need to run RPC over HTTP on
Global Catalog servers.

Even with these changes, setting up a production environment in support of RPC over HTTP
is quite an exercise. This document contains a simple configuration you can set up in a lab to
demonstrate how the various moving parts fit together:

* RPC over HTTP on the front-end server

* Front-end and back-end server selection in ESM
* SSL on the front-end server

*  Outlook 2003 client proxy configuration

Don't let the length of this document discourage you from giving RPC over HTTP a try. Once
you get the knack, it's fairly simple to work with. Really.

Prerequisites

Before getting started, run your thumb down the following list of prerequisites to make sure
you meet the minimum conditions to use RPC over HTTP for Outlook. Remember that
production deployments would include at least one firewall with a DMZ containing a
hardened ISA server.

DNS -- Most Exchange problems are caused by an incorrect DNS configuration. Before
starting to configure RPC over HTTP, make absolutely sure that your Exchange servers,
Outlook client desktops, and Active Directory domain controllers and Global Catalog servers
can all ping each other using fully qualified DNS names and flat names.

Distributed architecture -- The RPC over HTTP improvements in Exchange Server SP1
assume that you have at least one front-end server that stands proxy for all incoming and
outgoing e-mail requests from suitably configured Outlook 2003 clients. It's possible to use
RPC over HTTP to connect directly to a mailbox server (a so-called back-end server) , such
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as you might have for Small Business Server 2003, but you'll need to do additional
configuration. My suggestion is that you get the feature working using the suggested
architecture in your lab so you can see how everything fits together. Then try your hand at
making it work with a single Exchange server.

Server operating system -- RPC over HTTP is a feature of the operating system, so you
must run Exchange 2003 on Windows Server 2003 to use this feature. The domain controllers
used by Exchange must also be running Windows Server 2003. You can use Windows Server
2003 Standard Edition or Enterprise Edition.

Exchange version -- The front-end server must be running Exchange Server 2003 SP1. You
can use the Standard Edition or Enterprise Edition of Exchange 2003.

Back-end servers can run Exchange Server 2003 without a service pack, however, it's not a
good idea to have a mix of service packs in an organization. Apply the service pack to the
back-end servers, as well.

(Note: Before installing SP1, you'll need to install Hotfix 831464. This fixes an issue with
HTTP compression. Download the fix from http://support.microsoft.com/?kbid=831464.)

Outlook clients -- The only e-mail client that supports RPC over HTTP is Outlook 2003, and
only when running on XP SP1 with Hotfix 331320 or XP SP2. (You can also install Outlook
2003 on Windows Server 2003, but this would not be a suggested practice for a production
system.)

Clusters -- The front-end RPC over HTTP proxy server cannot be a cluster. The back-end
servers can be clusters.

Install the RPC over HTTP Proxy Service on the Front-end Server

The Exchange front-end server accepts RPC over HTTP traffic from Outlook 2003 clients,
extracts the messages inside, and forwards the messages to the mailbox (back-end) servers. It
also accepts GAL lookups (more formally called Name Server Provider Interface, or NSPI,
requests) from Outlook clients and proxies them to a Global Catalog server.

Only the front-end server needs to run the RPC over HTTP Proxy service. This is the major
advantage of a distributed architecture. Install the service as follows:

1. Open the Control Panel and launch the Add/Remove Programs applet.
2. Click Add/Remove Windows Components.

3. Highlight the Networking Services option and click Details. This opens the
Networking Services window.

Networking Services x|

Ta add or remove a component, click the check box. A shaded box means that anly part
of the companent will be installed. To see what's included in a component, click Details.
Subcomponents of Metworking Services:

O Domain Mame Spstem [DMS] 1.6MB ;I
O Dynamic Host Configuration Protocol [DHCF) 0.0 MBe
1 B Interriet Authentication Servce 0.0ME
'@ L RPC over HTTP Proxy i
] Slmple TCP/IP Services 0.0MB
] Wimdaws Intemet Mame Service [WwINS] 0.9Me

-

Description:  Enables RPC/DCOM to travel over HTTP via the Internet Information
Server [IIS).

Tatal disk space required: 2.9 MB DEtaie.
Space available on disk: 3754.4 ME —I
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Install RPC over HTTP proxy

4. Select the RPC over HTTP Proxy option and click OK to save the change then click
Next at each window that follows to apply the change.

Identify Back-end Exchange Servers in ESM

In a standard distributed architecture Exchange topology, there is no need to identify back-
end servers, the assumption being that any server that's not a front-end server is a back-end
server.

But an RPC over HTTP front-end server needs to know which servers are willing to accept
proxied message traffic so it can determine the RPC ports on which each back-end server is
listening for HTTP requests. Recall that RPC services don't necessarily use the same port on
each server.

The initial release (pre-SP1) of Exchange Server 2003 requires you as the administrator to
find the RPC ports on the back end servers and Global Catalog servers and put them in the
Registry of the front-end server. Exchange Server 2003 SP1 automates the process by
querying each designated back-end server to discover the ports used for RPC over HTTP
communication then writing this information into the Registry. For this reason, it's important
that you configure the back-end servers first in ESM.

1. Open Exchange System Manager (ESM) and drill down to the server icons.
2. Open the Properties window for a back-end server and select the RPC-HTTP tab.

WZK3-EX1 Properties 21

Diagnostics Logging I Public Folder Referals I Details I Directory Access
General | Locales | Mailbox Management
RPCHTTP | Palicies I Security I Full-Text Indexing I Manitoring

Corfigure thiz server to be an RPC-HT TP front-end or back-end zerver in
an Exchange managed RPC-HT TP topalogy.

£~ Mot part of an Exchange managed APC-HTTP topalagy

Thiz server is not an Exchange managed RPC-HT TP front-end or
back-end server

) BEE-HTTE front-end senver

Makes your Exchange front-end server an RPC prosy server.

Thiz server iz not an Exchange front-end server and cannat be an
RPC-HTTP front-end server.

Makes your Exchange server a target for RPC prasy servers.

Ok I Cancel | Lpply | Help

Back-end server configuration

3. Click OK to save the change. If you forgot to install the RPC over HTTP Proxy
service on the server, you'll get an error message.

©2004 Bill Boswell Consulting, Ine. Page 3 of 19 RPC gver HTTP in Exchange 2003 SP1



4. Repeat this procedure for each back-end server. Remember, the front-end server can
route mail to a back-end server on behalf of an RPC over HTTP client unless you
configure the back-end server to accept RPC over HTTP requests.

You may want to wait until this information has replicated out to all domain controllers used
by Exchange servers. Then proceed to the next section to configure the front-end servers.

Configure Front-end Server

An RPC over HTTP front-end server must also be configured as a standard Exchange front-
end server. This makes changes in the Exchange configuration to support pass-through
authentication and direct message delivery to other Exchange servers. Ordinarily, a front-end
server would not have mailboxes or public folders. If your budget won't permit you to install
a front-end server, you can configure RPC over HTTP directly on your Exchange server.
You'll lose the automatic configuration and NSPI proxy capabilities in SP1, though, so you'll
need to make these settings yourself.

1. In ESM, open the Properties window of the server you've decided to use as an RPC
over HTTP front-end server. Select the General tab.

W2K3-EX3 Properties 2lx|

Diagnastics Logging | Public Falder Referals I Dietails I Directory Access
RPC-HTTF | Policies I Security I Full-Text Indexing I aonitoring
General | Localzs | Mailbox M anagement

I_:l WK END

“ersion B.5 [Build F226.6: Service Pack 1)

™ Enable subject logging and display

™ Enable message tacking

I™ | Bemove log liles

Femave files older tham [daps]: I

Log file directory:

IC \Program FileshExcherriw/ 2K 3-E%3 log LChange

¥ This is a front-end server

Clients connect here, and commands are relayed to a back-end
sEMYer

I~ Automatically send fatal service erar information to Microsoft

Ok I Cancel | Appl | Help

Front-end primary configuration

2. Ifthe server is not already a front-end server for other purposes, select the option
This is a front-end server and click Apply to save the change.
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3. Now select the RPC-HTTP tab and select the RPC-HTTP front-end server radio
button.

W2K3-EX3 Properties 2lx]

Diiagnostice Logging | Public Folder Referralz I Detailz | Directony Access
General I Locales I M ailbox M anagement
RRCHTTR | Palicies I Security I Full-Test Indexing I M anitaring

Configure thiz server to be an RPC-HT TP front-end or back-end server in
an Exchange managed RPC-HT TP topology.

€ Mot part of an Exchange managed BPC-HTTP topology

Thig server iz not an Exchange managed RPC-HT TP front-end or
back-end server.

Makes your Exchange front-end server an RPC proxy server.

€ BRC-HT T back-end senver
Makes your Exchange server a target for RPC proxy servers.

Thiz server iz an Exchange front-end server and cannot be an
RPC-HT TP back-end server.

Ok I Cancel | Apply | Help |

Front-end server RPC-HTTP configuration

4. Click OK to save the change.

1 Registry Editor = 155 i 1'
File Edt View Favorites Heln
H [#-__] Remate Desktop ;I Narne Type | Data
- Rauter E‘_’:](Dafault) REG_SZ {walue not setk)
=-0rpe [38]Enabled REG_DWORD 000000001 (1)
0 dienkProtocls [aB] validrorts REG_SZ WZK3-EX 1 B001-6002w2k3-ex1 .exorg, com: 60
{:l MameService
] WetBios
; a RpcProxy
L SecurityService
(3 sehedulingagent 21X
-] Search Walue name:
-1 Searchadmin —
&2 secure |Val|dF'o|ts
=] Serverappliance olie data
g ::::3 122:2 Lotetion [f#/2K3 X1 6001- 600212k 3-ex enong. com BUTT-002:w2K 3-EX41:B00E;
- SmartCard el |
- Speech
{1 Suptools
{1 SystemCertificates
= Tepip =
;I 1.1 TelnatServer [ l_l il | _’I
|My Computer\HKEY _LOCAL_MACHINELSOFTWARE \MicrosoftiRpcRpcProxy 7

Registry entries for valid ports

Here's where the magic happens. The newly configured Exchange front-end server now
sweeps the back-end servers looking for the port used to make HTTP connection to the
Information Store. It then writes this name and port information into the Registry. You should
check this key to make sure it has entries.
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Here's an example showing the port settings for a back-end server called w2k3-
exl.exorg.com:

Key: HKLM | Software | Mcrosoft | Rpc | RpcProxy
Val ue: ValidPorts

Dat a: W2K3- EX1: 6001- 6002; w2k3- ex1. exor g. com 6001- 6002; W2K3- EX1: 6004; w2k 3-
ex1l. exorg. com 6004

At this point, the distributed architecture of the Exchange organization in support of RPC
over HTTP has been configured. You're not quite ready to go yet, though, because RPC over
HTTP requires SSL at the front-end server.

If you configure the front-end first, or you add more back-end servers at a later time, you can
simply select the Not part of an Exchange managed RPC-HTTP topology, apply the change,

then go back to the original RPC-HTTP front-end server setting. This clears out the Registry
entry and rediscovers the back-end servers.

Configure SSL on Front-End Server

RPC over HTTP, as implemented in Outlook and Exchange, requires SSL. You cannot make
a connection, even for testing, using standard HTTP. This can cause you some problems if
this is the first time you've worked with installing an SSL certificate on a web server. The
configuration isn't all that difficult, but the trick is to get a copy of the certificate (or the
certificate of the issuing Certification Authority) onto the client machines so that they trust
the SSL connection offered by the front-end server.

For lab testing, | recommend using a self-signed certificate. Microsoft provides a free utility
called SSLDiag that generates the self-signed certificate, assigns it to the IIS server, and
verifies that the server uses the certificate for an SSL connection. (This makes SSLDiag much
more convenient to use than the SelfSSL utility in the IIS 6.0 Resource Kit.) Download
SSLDiag from http://snipurl.com/7zmz.
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The first time you run SSLDiag, you'll get a text listing that describes your current web
configuration.
o]

JE\Ie Edit  Wiew Manage Help

|28 d =2

System time: Fri, 23 Jul 2004 17:42:46 GMT

ModuleFileMame: C:iProgram FilesiMicrasoftlSSL Diagnostics|S5L0iag.exe
OS5 Windows 2003

1156 - World Wide 'Web Publishing (W3S%C) service is installed

[ HELM\SystemiCurrentCantrolset|\Services\HTTRFilker ]
ImagePath = CWINDOWS\system3zilsass exe
ParametersiCertChainCacheonlyUrRetriesal = True(default)
stemfilk. dll lnaded into process 508 (|sass.exe)

[ 5Channel Info ]
ServerCacheEntries = 0
ServerfctiveEntries = 0
ServerHandshakes = 0
ServerRecannects =0
CacheSize = 10000

[ waswc/1]
ServerComment = Default Web Site
Serverstate = Server started

sl

‘Done

SSLDiag initial configuration window

Right-click the [W3SVC/1] line and select Create New Cert from the flyout menu. This one
little action does the following:

* Creates a self-signed certificate
e Installs the certificate in the default web site

» Puts a copy of the certificate in the Trusted Root Servers repository so that it's trusted
by the local machine

* Gives a full report of the operation, including the names and keys used by the
certificate.

& 55L Diagnostics M= E3
JE\Ie Edit  View Manage Help

|BoHE (B ?

CacheSize = 10000

[ waswe/1]

ServerComment = Defaulk Weh Site
ServerutoStart = True

ServerState = Server started

#Could not impersonate server account
S5LCertHash = 45 61 b9 ed 05 3d Oe 23 6c 65 2a 77 4b 7d b2 bf 22 03 dc 4b

SSLStarehlame = MY

#Certhame = W2K3-5201

#vou have a private key that corresponds ko this certificate

#Containeriame="T04b4665-214-48ab-939F-b3bS259FC0E7"

#ProvMame="Microsoft RS& SChannel Cryptographic Provider' ProvType=PROY_R5A_SCHANNEL keySpec=AT _KEVEXCHANGE
#5ubject: CN=W2K3-5201, Ql=5elfa5l, O={7EF2615E-6A62-4588-B61E-3CBF416FA155}

#Issuer: CN=WZ2K3-5201, OU=5elf55L, O={7EFZB15E-6A62-4588-B61E-3CEBF416FA155})

From 7/23/2004 22 PM To 7/30/2004 8:42:22 PM

b seb

Possible cause of warming: The 551 port for the Web site is nat eet -
Hows to fis: In 115 Manager, right-click. the YWeb site, and then click Properties. Click the ‘Web Site tab, and then tupe the part number [ususlly 343) in the S5L

siebflel

‘Dnne

SSLDiag report following self-signed certificate creation
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You'll notice a red exclamation point next to #SSL port (SecureBindings property) is not set.
This is because the utility doesn't put a value in the SSL port configuration for the default
web site. You'll need to do that manually. Also, the utility only makes SSL available, it does
not require the use of SSL. You'll need to lock down the RPC virtual folder in the default
web site to only accept SSL connections. Correct both of these issues as follows:

1. From the main SSLDiag menu, select Manage | Open IIS Manager.

2. Drill down to the Default Web Site and open the Properties window. Select the Web
Site tab. In the SSL Port field, enter 443.

Default Web Site Properties HE
Documents | Directory Security I HTTP Headers | Custam Errars I
‘Web Sike: I Performance | ISAPI Filters I Home Directory

i Web site identification

Description: | Default Web Site

1P address: | (Al Unassigned) d Advanced, ., |
ICP port: ao saLport: | 443
[~ Connections

Conneckion timeout: 120 seconds

¥ Enablz HTTP keep-alives

— Enable logging

Active log format:

|W3C Extended Log File Farmat j Broperties... |

oK I Cancel | Apply | Help |

Web site properties showing SSL port

3. Click OK to save the change and return to the main IIS management console.
4. Drill down to the RPC folder, open the Properties window for the folder, and select
the Directory Security tab.

Rpc Properties ﬂ E

Virtual Directary | Documents  Direckory Security IHTTP Headers I Custarmn Errors I

- Authentication and access control

! ; Enable anonymous access and edit the

authentication methods for this resource. Edit. ..

rIP address and domain name restrictions

@ Grant or deny access to this resource using

1P addresses or Internet domain names.
Edit...

[ Secure communications
Require secure communications and 5 Certificat
enable client certificates when this 2erver Certiicake. .
resource is accessed, . X

Wiew Certificate. ..

(a4 | Cancel | Lpply: | Help |

Web site properties - Directory Security tab
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5. In the Secure Communications area, click Edit. This opens the Secure

Communications window.

Secure Communications E

¥ Require secure channel {551}

—Client: certificates
' Ignore client certificates
" Arcept dignt certificates
" Require client certificates

[ Enatle client certificate mapping

Client certificates can be mapped to Windows user
accounts, This allows access control to resources using
client certificates.

Ed. |

™ Enable certificate trust list

Current ETL: I

2

| oo |

Secure Communications window showing secure channel requirement

6. Select both Require Secure Channel (SSL) and Require 128-bit Encryption. Click OK
to save the change then close the IIS management console and return to the SSLDiag

window.

7. Test the SSL connection by right-clicking the [W3SVC/1/ROOT/Rpc] line and
selecting Simulate SSL Handshake from the flyout menu.

& 551 Diagnostics

JE\Ie Edit  View Manage Help

[_[O]x]

|EodE (B2

[ =

SSLStareMame = MY

#Certhame = W2K3-5201

#%ou have a private key that corresponds ko this certificate
#Containeriame="04b4665-f214-45ab-989f-babszsafc0s?'

#ProwMame="Microsaft RSA SChannel Cryptographic Pravider' ProwType=PROY_RSA_SCHAMNMEL KeySpec=AT_KEVEXCHANGE
#5ubject: CN=W2K3-5201, Ol=5ef55L, O={7EF2615E-6A62-4585-B661F-3CEF4 16FA155)
#Issuer: CN=W2K3-5201, OU=5elfS5L, O={7EF2B15E-6AG2-4588-661E-3CEF416FA155})

#¥alidity: From 7/23/2004 3:42:22 PM To 7/30/2004 5§:42:22 PM
SecureBindings = 1443

]
AccessSLFlags = 264 (0x108) ]

Access35L = True .
AccessSoL12E = True Refresh Fs
Copy Selected Chrl-C
AccessSSLRequireCert = False Select all Chrl-a

AccessSSLMegotiateCert = False

AccessSSLMapCert = False

Create New Cert

Client Certificate Monitor. .

Exit

Simulate S5L Handshake

N K 1

SSLDiag - SSL handshake
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8. This opens an SSL Probe window that shows the (hopefully successful) results of the
SSL handshake, including the reply from the web site.

& 551 Diagnostics - Probe SSL =101 x|

File Yiew Help

System time: Sat, 24 Jul 2004 01:58:16 GMT
Cannecting to 192,166.0,220:443
Connected

Handshake: 76 bykes sent

Handshake: 765 bytes received

Handshake: 162 bytes sent

ificate, it might take a while..,

Server certificate name: W2K3-EX3
Server certificate subject: CN=W2K3-EX3, QU=SelfSSl, O—={7EFZB1SE-6AG2-4506-B61E-3CEFH16FALSSH
Server certificate issusr: CN=W2K3-E23, OLI=SeliSSL, O={7EF2B15E-6A62-4565-561E-3CEF416FA1 55}
Server certificate walidity: Fram 723(2004 1:50:19 PM To 7/30{2004 1:50:19 PM
HTTPS request:

GET { HTTP{1.0

User-Agent; S5LDiag

Accept: it
HTTPS: 72 bytes of encrypted data sent
HTTPS: 1908 bytes of encrypted data received
Status:

HTTR{1.1 401 Unauthorized

HTTR{1.1 401 Linauthorized

Cantent-Length: 1656

Content-Type: text/html

e

K

Probe SSL -- handshake succeeds

Trusting a Certificate

At this point, you have confidence that the SSL configuration at the front-end server is
correct. However, at this point, the SSL certificate used by this web server is not trusted by
another other machine. This will cause SSL connection warnings. You'll need to add the self-
signed certificate used by the Exchange front-end server to the Trusted Root Servers
repository on the Outlook client desktop.

(Note: In a small network where you can easily get a copy of the self-signed certificate into
each desktop, then you don't need to spend any money to purchase a third party certificate for
your Exchange server. However, if it will be a logistical problem to distribute the certificate,
then you should consider purchasing a certificate from a well-known vendor that already has
a Root Certification Authority certificate in the Windows trusted root repository.)

Exporting an SSL Certificate

Before you can import the server's SSL certificate into your client desktop, you'll need to
export the certificate to a file. There are several ways to do this. Here's a way that uses the 1IS
management console:

1. Open the IIS management console and drill down to the Default Web Site.

2. Open the Properties window for the Default Web Site and select the Directory
Security tab.

3. In the Secure Communications area, click View Certificate. This opens the certificate
viewer.
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4. Select the Details tab.

General Details ICertiFication Pakh I

Show: |<P.II> j
Field | Walue | &
E\fersion W3
[Hlserial number 2529 934bfcez bt Sadb2d .,
ESignature algorithm shalR5a
=valid From Friday, Juky 23, 2004 .. .
[Fvalid ta Friday, July 30, 2004 1:50:19 ...
[Flsubject {7EF2B15E-6A62-4505-B51E-..
Elrublic key RS54 (1024 Bits) hd|
0 = {7EF2E 15E-6A62-4555-56 1 E-3CBF416FA155)
oL = SelfsaL
CH = W2K3-EX3

Edit Properties... | Copy to File... |

SSL certificate details

5. Click Copy to File. This launches the Certificate Export Wizard. Click Next at the
Welcome window to get the Export Private Key window.

Cettificate Export Wizard B

Export Private Key
‘fou can choose ko export the private key with the certificate.

Private keys are password pratected. If you wank ko export the private key with the
certificate, wou must bype a passwaord on a later page.

Do you want ko export the private key with the certificate?

" Yes, export the private key

% o, do not export the private keyi

< Back. I Mext = I Cancel |

Certificate export wizard - don't export private key
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6. Leave the radio button on No, do not export the private key and click Next to open
the Export File Format window.

Certificate Export Wizard [ x|

Export File Format
Certificates can be exported in a wariety of file Formats,

Select the Format you want ko use:

% DER encoded binary ¥,509 {.CERY

" Base-64 encoded ¥.509 { CER)

" Cryptographic Message Syntax Standard - PKCS #7 Certificates (. F7B)
™| Include &l certificates in the certification path it possitle

= Personal Information Exchange - FRES #12 (,PFE)
[ Include &l certificates in the certification path it possitle
I~ | Enable strong protection (requires IE 5,0, KT 4.0/5P4 o above)

I~ | Delete the private keyif the export is suscessful

< Back I Mext = I Cancel

Certificate export wizard - export file format

7. Leave the radio button on DER encoded binary X.509 ((CER) and click Next to open
the File to Export window.

Cettificate Export Wizard [ %]

File to Export
Specify the name of the file you want o export

File name:

zhcertshwzk 3-ex3 cer Browse. .. |

< Back. I Mext = I Cancel

Certificate export wizard - file name

8. Save the file in a convenient location that's accessible from the Outlook client
desktop. There are no secrets in this certificate, so you don't need to worry about
leaving it on the drive.

Importing the SSL Server's Certificate

You're just about finished. You now need to import the certificate at the client and put it in a
special place in the Registry set aside for certificates from trusted sources.

1. Locate the certificate (cer) file in Explorer. (You may need to map a drive to the
location where you saved it at the server.)
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2. Double-click the file to open the Certificate Import wizard. All the windows in this
wizard are self-explanatory except for the Certificate Store window.

Certificate Import Wizard [ x|

Certificate Store

Certificate stores are system areas where cettificates are kept.

‘Windows can automatically select a certificate store, or you can specify a location For

" Automatically select the certificate stare based on the bype of certificate

o Flace all certificates in the Follawing stare:

Certificate store:

I Browse, ., |

< Back I Mext = I Cancel

Certificate import wizard - Certificate Store

3. Select the Place all certificates in the following store radio button and click Browse.
This opens the Select Certificate Store window.

Select Certificate Store EHE

Select the certificate store you want to use,

{1 Personal -
rusted Root Certification Authorities
{:| Enterprise Trusk
{:| Intermediate Certification Authorities
{:l Active Directory User Object

LT Troatred Poblishers i
| | »

™ show physical stores

[0]4 I Cancel |

Certificate import wizard - select cert store - trusted root

4. Select the Trusted Root Certification Authorities folder and click OK.

5. Continue through the remaining windows in the wizard, clicking Next at each
window.

Testing the Certificate Trust

At this point, the client now "trusts" the SSL certificate used by the front-end server. It's time
to test the SSL connection from the client to the Exchange front-end server. Don't skip this
step. If you can't make a clean SSL connection to the server, then Outlook won't be able to
make an RPC over HTTP connection.

Open a browser at the client desktop and point it at the Rpc virtual folder on the front-end
Exchange server, specifying https:// as the connection protocol. Here's an example for a
server named W2K3-EX3:

https://w2k3-ex3/rpc

©2004 Bill Boswell Consulting, Ine. Page 13 of 19 RPC over HITP in Exchange 2003 SP1



You should get a 403.2 (Forbidden) page in reply. This shows that you made a successful
SSL connection and that the Rpc virtual folder is available but it does not permit read access.

[P T r—— . B ks S
=

The page cannot be displayed

Browser test succeeds - 403.2 page

If, on the other hand, you get a Security Alert window, then you have a configuration error of
some sort.

Security Alert [ x|

Infarmation you exchange with this zite cannaot be viewed ar
changed by others. However, there iz a problem with the site's
secuty certificate.

0 The security certificate iz from a tusted certifying authority.

e The security cerificate date is valid.

The name on the security cerificate is invalid or does not
match the name of the site

Do pou want to proceed?

Y Wiew Cerlificate |

Security alert - certificate not trusted

The most common error at this point is a warning in the third item, The name on the security
certificate is invalid or does not match the name of the site. You'll get this error if the name
format you specified in the browser does not match the name format in the SSL certificate.

This is very important. The name format you use in the browser (and in the RPC over
HTTP configuration in Outlook 2003) must match the name format in the certificate.
For example, if the server name in the certificate is W2K3-EX3, then you'll get a warning if
you specify the Fully Qualified Domain Name (FQDN) in the browser address. The same is
true in the opposite situation, where the certificate uses the FQDN and you specify a flat
name. (The names are not case sensitive.)

The self-signed certificates generated by SSLDiag use the server's flat name (example,
W2K3-EX3), not the fully qualified DNS name (example, w2k3-ex3.exorg.com). If you
obtain a certificate from some other source, then the name format in the certificate might be
the flat name or the Fully Qualified Domain Name (FQDN). You'll need to look at the
certificate to make sure. The certificate viewer in Windows will show the name in the first
window.
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Also, if you plan on using a DNS alias to specify the name of the Exchange server, then you'll
need to use the alias name for the SSL certificate.

Configure Web Authentication On Front-End Server

In RPC over HTTP, the Outlook client connects to the World Wide Web service (W3SVC) at
the front-end server rather than connecting directly to the Exchange Information Store
service. This means that the W3SVC service must authenticate the user before it permits
access to the Rpc virtual folder.

The Outlook client connects using SSL, so it's permissible to use Basic authentication for the
initial web connection. The plain text password is protected inside the encrypted SSL
connection. All other forms of authentication should be disabled for the Rpc service.

1. Open the IIS management console and drill down to the Rpc folder under the Default
Web Site. Open the Properties window and select the Directory Security tab.

2. Inthe Authentication and Access Control area, click Edit to open the Authentication
Methods window.

Authentication Methods x|

Use the Following \Windows user account For anonymous access:

User name: I TSR _\W2K3-EXL Browse: .. |

Password: I ssssssRIES

Authenticated access

For the Following authentication methods, user name and password
are required when:

- anonymaous access is disabled, or

- access is restricked using MTFS access control lists

I Integrated Windows authentication

I Digest authentication for Windows domain servers
¥ Basic authertication (passward is sent in clear kext)
I~ MET Passport authentication

Default domain; I Select... |
Realm: I Select. .. |

ok I Cancel I Help |

Authentication methods window in IIS

3. Uncheck all options except for Basic authentication.

4. Click OK to save the change then close all other IIS management console windows.

©2004 Bill Boswell Consulting, Ine. Page 15 of 19 RPC over HITP in Exchange 2003 SP1



Configure Outlook to Use RPC over HTTP Proxy
It's finally time to configure the Outlook client to use RPC over HTTP.

1. Close Outlook if it's open and then open the Mail applet in the Control Panel to
configure the account settings.

Mail Setup - Dutlook B

E-mail Accounts

3 Setup e-mail accounts and directories. TE-mal Accountz.,

Data Files
4« hange settings for the files Outlook uses ta Data Flles...
ﬁ‘g stare e-mail messages and documents. =
Prafiles

Setup multiple prafiles of e-mail accounts and S s
data files. Typically, vou only need one. -

Close

Outlook Mail setup - E-mail accounts

2. Click E-mail Accounts. This opens the E-mail Accounts wizard.

This wizard will allow you te change the e-mail
accounts and directories that Outlook uses.

E-mail

™ add a new e-mail account
(% Hiew o change existing e-mail accounts:

Directory

€ Add a new directary or address book
" Wiew or change existing directories or address books

< Back: I Mesxt = I Clase |

Outlook Mail setup - view or change existing account

3. Leave the radio button on View or change existing e-mail accounts and click Next.

E-mail Accounts

E-mail Accounts
You can select an account and change its settings or remave it.

Outlook processes e-mail for these accounts in the following order:

] Change...

Add...
Remave
Set 25 Default
Mave Up
Move Down

Type
Exchange (Defaul)

Dliver naw e-mail ta the Fallowing location:

Mailbox - Administrator ~|  Mew Outiook Data File.

<gack [ Fnsn | cancel |

Outlook E-mail Setup - e-mail accounts
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4. Highlight the Microsoft Exchange Server option and click Change.
e =

Furhange Serere Settings
Yo can erker the required information to connect bo wour Exchange senver.

Ty thee name. of your Micrsoft Exchange Server eomputes. Foe infomation, ses your
systam administrstor.

Mirosoft Excharon Server: TR

FF Use Cached Exchange Made

Toyper U ruaeres of ther mmailton set up for you by your adminitrator, The maibox name

Liser Name: i iy e ek 1)

Morn: Setbings ..
<k | I | cams |

Outlook E-mail Setup - Exchange server settings

5. Click the More Settings button in the lower right corner to open the Microsoft
Exchange Server window then select the Connection tab.

Microsoft Exchange Server [ x|

General I Advanced I Security  Connection |Remute Mail I

Connection

Use these settings when connecting ta my Exchange
server when working offline:

= Connect usina my. Local rea Network (LART

" Connect using my phone line
~ Connect using Internet Explorer's or & 3rd party dialer

Modem
Wse the Following Dial-Up Metwarking connection:

| =
Properties. .. Add,..

Exchange over the Internet

¥ Cannect ta my Exchange mailbox using HITP

Exchange Proxy Settings...
[a]4 I Cancel I fpgly: |

Outlook account connection configuration

6. Select the Connect to my Exchange mailbox using HTTP option then click Exchange
Proxy Settings.
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7.

You now arrive at one of the most finicky Windows configuration window I've ever
encountered. The format for each entry is absolutely critical to the success of the
RPC over HTTP connection.

Exchange Proxy Settings E

Microsaft Office Sutlook can communicate with Microsoft Exchange Server over the
Internet by nesting Remote Procedure Calls (RPC) within HTTP packets, Select the
protocol and the identity verification method that vou want to use, IF vou don't know
which options ko select, contack vour Exchange Server Adminiskratar,

—Connection settings

Use this URL ta conneck to my proxy server For Exchange:

https: i I wizk3-exd

¥ Connect using S5L only
[v Mutually authenticate the session when connecting with SSL
Principal name For proxy server:

| msstdiwzk3-ex3

V¥ ©On Fast networks, conneck using HTTP first, then connect using TCRIP
¥ On slow networks, connect using HTTP first, then connect using TCR{IP

—Proxy authentication settings
Use this authentication when connecting ko my proxy server For Exchange:

[Basic Authentication

Ok I Cancel

Exchange proxy settings in Outlook

8.

10.

11.

12.

13.
14.

For the setting titled Use this URL to connect to my proxy server for Exchange, enter
the name of the front-end server. If the SSL certificate contains a flat name, then
enter the flat name. If the SSL certificate contains an FQDN, then enter the FQDN.
You've already verified the name using a browser, so enter the same format.

Leave the Connect Using SSL Only option selected. Exchange will reject any attempt
to use simple HTTP to connect to the front-end server, even if you configure the Rpc
virtual server to accept non-SSL connections.

Check the option titled Mutually authenticate the session when connecting with SSL.
This assures that the client trusts the SSL certificate. The format for the entry is:

msstd:servername

The msstd: identifies a special RPC handler. Don't put a double-slash after the colon.
Use the same name format that you used in the previous field.

The next two options work together. Under normal circumstances, you would leave
the option titled, On slow networks, connect using HTTP first, then connect using
TCP/IP, checked and the partner entry unchecked. However, for testing, select both
options so you can view the connection while you're at your workbench.

In the Proxy Authentication Settings field, select Basic Authentication. This parallels
the configuration option you selected for the Rpc virtual folder.

Click OK to save the changes then close the rest of the windows.

Launch Outlook. After a few seconds, you'll be prompted for credentials. Enter your
user name in the domain\name format.
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When the Outlook window opens, the status notifications in the lower right corner should
eventually show Connected. If you stay disconnected, then you have a problem with the
configuration.

Take a look in the Notification Area (formerly known as System Tray) for the Outlook icon.
Hold the Ctrl key down, click the icon, and select Connection Status from the menu.

4 Exchange Server Connection Status

General | Local Mailbax I

[~ Ackivity
Server name | Type | Interface | Conn | Status | ReqfFai | Aug Resp I
wZk3-exl exorg.com Directary Local Area...  HTTRPS Established 120 255
wik3-exl exorg.com Directary Local Area...  HTTRS Established 13f0 240
wizk3-ex 1 exorg.com Mail Local Area...  HTTPS Established 59/0 57
wZk3-ex1 exorg,com MMail Local Area..,  HTTPS Established 1o 321
wzk3-exl exorg.com Mail Local Area...  HTTFS Established 640 44
wZk3-ex1 exorg.com Mail Local Area...  HTTPS Established 20 398
il 2
Reconmect | Click to restore connectivity to vour Microsoft Exchange Servers,

Close |

Outlook connection status

The Connection Type column should show HTTPS for each connection. If it shows TCP/IP,
you may have forgotten to select the option to use HTTP for high speed networks. You also

might have not completely configured SSL, in which case a locally connected client will fall
back on TCP/IP.

Notice that the Directory connections appear to originate at the back-end e-mail server. That's
an artifact of the way the front-end server proxies NSPI requests.

And in the end...

If you just can't get the darned thing to work no matter what you do, e-mail me with your
symptoms. I'm putting together a FEP (Frequently Encountered Problem) list for RPC over
HTTP and once we work together to figure out the problem, I'll add it to the list.

Good luck and happy messaging...

Windows® and Exchange® are trademarks of Microsofft, Inc.
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